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1. Software Overview 

1.1. Features 

Welcome to PLC-Recorder software, designed for continuous data acquisition from PLC (and other 

devices that comply with related protocols, such as Modbus-TCP instruments and acquisition modules, 

collectively referred to as PLC hereafter) and subsequent analysis. 

Main Features: 

V Built-in Driver: No need to install any PLC manufacturer's software (except Beckhoff). 

V Synchronous Acquisition: Supports simultaneous data collection from multiple PLC. 

V Control Safety: This software only reads information from the PLC; it does not perform any write 

operations, ensuring that PLC data remains intact. 

V Long-Term Stability: Operates continuously for 24 hours. In case of network interruptions, it 

automatically resumes recording once the network is restored. It can coexist with industrial control 

software on engineer stations and HMI devices for long-term, stable operation. 

V Rich Tag Functions: Tags can be imported, exported, copied, pasted, loaded, unloaded, and 

batch-generated for easier management. Quick filtering allows for faster searching. String tags and 

numeric tags are integrated into the same processing interface. 

V Compact and exquisite: the software has a small size (less than 100MB). During data record, if 

minimized to the background, the system load is very low. Data files are compressed for store, 

taking up very little hard drive space for long-term records. 

V Powerful sharing: everything that can be collected can be shared. Utilizes MQTT protocol, 

WebSocket protocol, and MODBUS-TCP compatible with various platforms, while supporting 

clients such as C#, Java, and HTML. 

V Flexible start/stop: supports various starting and stopping modes, including common trigger 

recording, delayed stop, automatic power on/off, automatic waveform recording, and cycle 

recording. 

V Process monitoring: can perform statistics on the length and distribution of discrete signals, with 

more features available for customization. 

 

Application Scenarios (not limited to): 

V Assist with PLC debugging 

V Assist with PLC system fault analysis and sporadic fault tracking 

V Recording process data and production optimization 

V Total Productive Maintenance (TPM), Overall Equipment Effectiveness (OEE), and Quality 
Assurance (QA) 

V Long-term archiving of important data 

V Equipment maintenance, improvement, and training 

V Provide convenience for data access to other applications. 
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1.2. Supported devices or protocols 

Category Device Series/Model/Protocol 

This software 

corresponds to the 

Series/Model/Protocol 

ADVANTECH ADAM-6 Series Modules Modbus-TCP/Standard 

AMSAMOTION Series with Ethernet, such as ETH-AMX-FX3U Mitsubishi FxSerialTcp 

ASL ASL100 1000 1200 1500 3000 Modbus-TCP/Standard 

Beckhoff 
TwinCAT2, TwinCAT2 (requires TwinCAT 

environment) 
Corresponding series 

CODESYS 
V3 V3 

Flexible TCP and UDP protocols Radioe/Generic Channel 

COTRUST 

Series with Ethernet, such as CTH200, CTH300 
S7-200SMART 

Modbus-TCP/Standard 

CTSC-100 and CTSC-200 via protocol 

converters like ETH-PPI and ETH-MPI 

S7-200SMART 

Modbus-TCP/Standard 

DELTA DVP Series Modbus-TCP/Standard 

Keyence MC(Binary) and MC(ASCII) protocols Corresponding Protocol 

INOVANCE 
AM, AC, EVO series AM 

Easy series, H3U, H5U Modbus-TCP/Standard 

MITSUBISHI 
MELSEC Series: MC (Binary) Protocol, MC 

(ASCII) Protocol, A-1E Protocol, FxSerialTcp 
Corresponding Protocol 

Modbus-TCP Device Various data collectors, instruments, etc. Standard 

Omron Fins-TCP Protocol, CIP Protocol Corresponding Protocol 

Panasonic Mewtocol Protocol, MC (Binary) Protocol Corresponding Protocol 

PUMICON High speed UDP Corresponding Protocol 

Radio Mode 

ABB: AC450 RMC, AC800M, AC80,  

AC800 PEC 
ABB-VIP Protocol 

SIEMENS: S7 Series S7 Protocol 

SIEMENS: TDC TDC 

Flexible communication protocol (PLC from 

various brands) 
Generic 

Rockwell(AB) ControlLogix5000, Micro800 Corresponding series 

RunPower RPC2000 series Modbus-TCP/Standard 

Schneider 
Schneider PLC: Quantum Series, Pentium 

Series, M Series PLC 

Schneider 

Modbus-TCP/Standard 

SIEMENS 

S7-200, S7-200SMART, S7-1200, S7-1500, 

S7-300, S7-400, WinAC, TIA Portal 
Corresponding series 

PPI and MPI via protocol converters such as 

ETH-PPI and ETH-MPI 

Corresponding series or 

Modbus-TCP/Standard 

LOGO! S7-200SMART 

840D and 840Dsl S7-300 

Driver direct connection Driver 

S7-PLCSIM*1) 
The PLC series being 

simulated 

S7-PLCSIM Advanced S7-1500 

XINJE XC, XD, XL series Corresponding series 

Yaskawa series MemobusTcp 

 

Description 

V This software only supports Ethernet communication. 

V If the desired device type for communication is not found, you can check the communication 
protocols supported by the device and select a device type that complies with that protocol for 

communication attempts. For example, if a KEYENCE device supports EtherNet/IPTM, you can 

attempt to use an AB device type. 

V Most PLC support the Modbus-TCP protocol, so it can also be used as an alternative access 

method. 
*1): S7-PLCSIM requires using NetToPLCsim for protocol conversion. Please refer to the literature for 

implementation steps. 

https://blog.csdn.net/chengjl8/article/details/106709566
https://blog.csdn.net/chengjl8/article/details/106709566
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Main Parameters 

V Time unit: accurate to 10 microseconds (ɛs). 

V Number of tags collected simultaneously: 40 to unlimited*1) 

V Number of channels collected simultaneously: 1 to 32*1) 

V Continuous recording duration (hours): 2 to unlimited*1) 

V Sharing function: Number of clients served simultaneously: 0 to 4*1) 

Description 
*1): Related to authorization type 
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1.3. Safety and Alerts 

! When recording begins, this software establishes a communication connection with the PLC; 

therefore, the user needs to ensure that this operation does not exhaust the PLC's 

communication resources, potentially jeopardizing normal control communication. 

! In networks with limited communication speed, many nodes, or high traffic, if this software's 

collection speed is too fast, it may monopolize resources and affect communication at other 

stations. If this occurs, please reduce the sampling speed. 

! The contents of this manual may differ from the actual interface and functions; your 

understanding is appreciated. 

! This software will not engage in any other communication unless a specific PLC is designated. 

If you notice abnormal behaviors such as advertisements or other links that may threaten 

network security, please obtain this software from official channels. 

! To reduce the risk of data loss, it is strongly recommended to set the data file store interval to 

within 2 hours. 

! The company is not responsible for any losses incurred during the use of the software. 

! If you encounter issues within the functionality of this software: please refer to this manual. If 

the issue remains unresolved, check the official website to see if the software has been 

upgraded and try the latest version. If the issue still cannot be resolved, please join the 

community to report it, or send an email to the support address below 

(service@HiddenMap.cn, including a description of the problem, fault information files, and 

waveform files when the issue occurred).  

 

  

mailto:service@HiddenMap.cn
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1.4. Support 

Official Website provides complete services such as downloads, upgrades, purchases, and technical support. 
 

Email̔  service@HiddenMap.cn 

Web̔  www.HiddenMap.cn 

All rights reserved.  

Shanghai HiddenMap Intelligent Technology Co., Ltd  

2019  

mailto:service@HiddenMap.cn
https://www.hiddenmap.cn/


 

 

2. Terms and Basic Concepts 

2.1. Terms 
Terms Meaning 

Channel Each device to be collected is referred to as a channel 

Tags 

Each piece of data to be collected is referred to as a tag, which includes a 

series of information such as name, starting address, data type, associated 

channel, and display format. 

Tags are the core elements of this software and are used for many 

subsequent analysis functions. The combination of tag type and number is 

used to locate tags, allowing for duplicate names. 

Project files 
Independent containers for saving software configuration, Channel detail, 

and tag configuration, in plain text format. 

Data files 
Binary file containing project file content and historical data, with the 

extension ".ihm". 

Cycle time Polling cycle of the tag. 

Virtual channel Channels that perform secondary processing on tags from other channels. 

Record The software establishes communication with the channel to obtain data. 

Waveform 

recording 

View real-time waveforms on the client. It is also a general term for the 

functions of this software. 
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2.2. Basic Concepts 

2.2.1. Data Type and Length Correspondence (Partial) 

Supported Types by 

This Software 
Length 

Controller Data Type 

(IEC61131-3) 

bool (Bool tags) 1 bit BOOL 

Byte 

1 byte 

BYTE 

SByte SINT 

Char  

(ASCII characters) 
CHAR 

WChar  

(Extended characters) 
2 bytes, 

single 

word 

WCHAR 

short (Int16) INT 

ushort (UInt16) WORD, UINT 

int (Int32) 4 bytes, 

double 

words 

DINT 

uint (UInt32) DWORD, UDINT 

Float (real) REAL 

long (Int64) 

8 bytes 

LINT 

ulong (UInt64) LWORD, ULINT 

Double LREAL 

String tag length STRING 

Wstring  

(Extended string) 
tag length WSTRING 

2.2.2. Tag status and switching 

Tags managed internally by this software can be exported to a .csv file for store and batch processing. 

They can also be imported back into the software. This file follows the internal format of PLC-Recorder 

(see Appendix 2) to avoid import errors. 

You can also interact with various text and spreadsheet software like Excel and Word in the tag 

configuration interface through copy and paste operations. 

This software can import the export results of symbol tables from some PLC manufacturers' 

programming software. 

Internally, tags in the software may be unused (deactived) and are stored in the unloaded list. They may 

also be in use (actived), categorized into displayed and non-displayed parts, both of which will be 

collected. 

 

2.2.3. 7-Layer Network Model 

The 7-layer model, also known as OSI (Open System Interconnection). The reference model is a 

standard system established by the International Organization for Standardization (ISO) for 

interconnection between computer or communication systems, commonly referred to as the OSI 

reference model or 7-layer model. 
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2.2.4. TCP/IP Protocol 

The TCP/IP protocol (Transmission Control Protocol/Internet Protocol) is not a single protocol, but a set 

of special protocols that include TCP, IP, UDP, ARP, etc., which are referred to as sub-protocols. Among 

these protocols, the most important and well-known are TCP (Transmission Control Protocol at the 

transport layer) and IP. Therefore, most network administrators refer to the entire protocol family as 

"TCP/IP". 

 

2.2.5. TCP Protocol 

The Transmission Control Protocol (TCP) is a connection-oriented, reliable, byte-stream-based transport 

layer communication protocol, defined by IETF's RFC 793. 

2.2.6. Industrial Ethernet 

The differences among various industrial Ethernet types are essentially differences in protocols, with the 

primary distinction being in the application layer protocols. They all use Ethernet communication, but 

each company has its own terminology: SIEMENS uses Profinet, AB uses Ethernet/IP, and Schneider 

uses Modbus-TCP. 

2.2.6.1. Profinet Protocol 

Profinet, launched by the PROFIBUS International organization (PI), is a new generation automation 

bus standard based on industrial Ethernet technology. 
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The following three communication protocols are defined: 

V TCP/IP is used for Profinet CBA and factory debugging, with a response time of approximately 
100 ms. 

V RT (Real-Time) communication protocol is used for Profinet CBA and Profinet IO applications, 

with a response time of less than 10 ms. 

V IRT (Isochronous Real-Time) communication protocol is designed for Profinet IO communication 

in drive systems, with a response time of less than 1 ms. 

 

Fragmentation handling mechanism for PN controllers and PN devices 

2.2.6.2. Modbus-TCP 

Modbus-TCP is a simple, vendor-neutral derivative of the Modbus series of communication protocols 

used for managing and controlling automation devices. Clearly, it covers the use of Modbus messages in 

TCP/IP environments on both "Intranet" and "Internet". The most generic use of the protocol is to 

enable Modbus-RTU to operate over Ethernet for devices such as PLCôs, I/O modules, and gateways 

connecting other simple fieldbuses or I/O modules. Modbus-TCP transmits Modbus messages between 

nodes using TCP/IP and Ethernet, combining the physical Ethernet network and the network standard 

TCP/IP with Modbus as the data representation method of the application protocol standard. 

Modbus-TCP communication messages are encapsulated within Ethernet TCP/IP packets. Unlike the 

traditional serial method, Modbus-TCP inserts a standard Modbus message into a TCP packet, no longer 

including data checksums and addresses. 

2.2.6.3. CIP Protocol 

The Common Industrial Protocol (CIP) is an application layer protocol developed for industrial 

applications, adopted by three networks: DeviceNet, ControlNet, and EtherNet/IP. Therefore, these three 

networks are collectively referred to as CIP networks. 

2.2.6.4. Ethernet/IP 

EtherNet/IP uses the same application layer protocol, CIP (Control and Information Protocol), as 

DeviceNet and ControlNet. Therefore, they utilize the same object library and consistent industry 

standards, resulting in good compatibility. EtherNet/IP uses standard Ethernet and TCP/IP technologies 

to transmit CIP communication packets. This way, the universal and open application layer protocol CIP, 

combined with the widely used Ethernet and TCP/IP protocols, forms the architecture of the EtherNet/IP 

protocol. 

EtherNet/IP uses standard TCP/IP technology at the network and transport layers. For control-oriented 

real-time I/O data, UDP/IP protocol is used for transmission, while TCP/IP is used for explicit 

information (such as configuration, parameter settings, and diagnostics). The data flowing in the process 

monitoring layer is primarily explicit information, transmitted using TCP/IP, which has a lower priority. 
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In the future, the field device layer using the industrial Ethernet EtherNet/IP protocol will primarily 

handle real-time I/O data, transmitted using UDP/IP protocol, which has a higher priority. 

2.2.6.5. EtherCAT 

EtherCAT (Ethernet for Control Automation Technology) is an open architecture, Ethernet-based 

fieldbus system, where "CAT" is an abbreviation for Control Automation Technology. EtherCAT is a 

deterministic industrial Ethernet, originally developed by the German company Beckhoff. 

Automation typically requires a short update time (or cycle time), low communication jitter during 

synchronization, and low hardware costs. The purpose of developing EtherCAT is to enable Ethernet to 

be used in automation applications. 

2.2.7. MQTT 

MQTT (Message Queuing Telemetry Transport) is a "lightweight" communication protocol based on the 

publish/subscribe model. This protocol is built on top of TCP/IP and was released by IBM in 1999. The 

main advantage of MQTT is that it can provide real-time and reliable messaging services for connecting 

remote devices with minimal code and limited bandwidth. As a low-overhead, low-bandwidth instant 

messaging protocol, it has a wide range of applications in the Internet of Things, small devices, and 

mobile applications. 

MQTT is a client-server-based message publish/subscribe transport protocol. The MQTT protocol is 

lightweight, simple, open, and easy to implement, making it widely applicable. It is used in many 

scenarios, including constrained environments such as machine-to-machine (M2M) communication and 

the Internet of Things (IoT). Additionally, it has been widely used in satellite-linked communication 

sensors, occasionally dialed medical devices, smart homes, and various miniaturized devices. 

Implementing the MQTT protocol requires communication between the client and server. During this 

communication, there are three identities in the MQTT protocol: Publisher, Broker (server), and 

Subscriber. In this setup, both the message publisher and subscriber are clients, while the message 

broker is the server. A message publisher can also act as a subscriber. 

The messages transmitted by MQTT are divided into two parts: Topic and Payload. 

(1) Topic can be understood as the type of message. Once a subscriber subscribes, they will receive the 

message content (payload) associated with that topic. 

(2) Payload can be understood as the content of the message, referring to the specific information that 

the subscriber needs to use. 

2.2.8. WebSocket 

WebSocket is a protocol for full-duplex communication over a single TCP connection. The WebSocket 

communication protocol was standardized by the IETF as RFC 6455 in 2011, with supplementary 

specifications provided by RFC 7936. The WebSocket API has also been standardized by the W3C. 

WebSocket simplifies data exchange between the client and server, allowing the server to proactively 

push data to the client. In the WebSocket API, the browser and server only need to complete a single 

handshake to establish a persistent connection, allowing for bidirectional data transfer. 

Advantages: 

V Reduced control overhead. After the connection is established, the header size of the data packets 
used for protocol control during data exchange between the server and client is relatively small. 

Without extensions, the header size for content from the server to the client is only 2 to 10 bytes 

(depending on the packet length); for content from the client to the server, an additional 4 bytes for 

the mask is required. In contrast to HTTP requests, which must carry a full header each time, this 

overhead is significantly reduced. 

V Stronger real-time performance. Because the protocol is full-duplex, the server can actively send 

data to the client at any time. In contrast to HTTP requests, which require the server to wait for the 

client to initiate a request before responding, the delay is significantly reduced; even compared to 
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long polling methods like Comet, it can transmit data more frequently in a shorter time. 

V Maintaining connection status. Unlike HTTP, WebSocket requires a connection to be established 
first, making it a stateful protocol, which allows certain state information to be omitted in 

subsequent communications. In contrast, HTTP requests may require state information (such as 

authentication) to be included with each request. 

V Better binary support. WebSocket defines binary frames, making it easier to handle binary content 
compared to HTTP. 

V Supports extensions. WebSocket defines extensions, allowing users to extend the protocol and 
implement custom sub-protocols. For example, some browsers support compression. 

V Better compression performance. Compared to HTTP compression, WebSocket can maintain the 
context of previous content with appropriate extension support, significantly improving 

compression rates when transmitting similar data. 

 



 

 

3. Installation and Operation 

3.1. Required Environment 

This software is based on the .NET 4.0 framework. 

Supported operating systems: Windows XP SP2 and above (including Windows Server), compatible 

with both 32-bit and 64-bit versions. (Installation method under Windows XP SP2, see FAQ) 

Required Software 

V XP System: .NET 4.0 needs to be installed (sometimes WIC software needs to be installed first to 
install .NET 4.0; the software can be found in the supporting software directory). 

V For other systems, please install or enable .NET features. 

3.2. Software Structure 

Starting from version V3.3, PLC-Recorder software includes both 32-bit and 64-bit versions, and the 

setup program will automatically select the appropriate version based on the system configuration. The 

32-bit version of the program can run on a 64-bit system, but running the 64-bit version on a 32-bit 

system may result in errors. Please use this software on a 64-bit system whenever possible, as the 64-bit 

version has more powerful features than the 32-bit version. The 32-bit version is primarily used for XP 

systems. 

The system consists of the following components: 

1 Setup.exe: 

Initial setup program. 

2 PLCRecorder.exe: 

The client of this software (hereinafter referred to as "client") has the following main functions: 

V Configuration and management of channels, data collection, and more. 

V Online monitoring and control of the data collection status. 

3 Ana.exe: 

Software for analyzing offline data. 

4 ihmDA.exe: 

The data collection server of this software (hereinafter referred to as "server") has the following 

main functions: 

V Communicate with various devices for data collection, store, and sharing. 

V Scheduling and communication with the authorization software and history file manage 
software. 

V Scheduling and communication with the process modules. 

5 ihmAuthorManager.exe: 

Management of software authorization. 

6 ihmFileManage.exe: 

Management of historical files and disk space. 

7 ProcessStable.exe 

Process module, here referring to process stability monitoring. 
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3.3. Methods for Software Installation or Upgrade 

1 If the old version of the software is currently collecting data, please stop the data collection. 

2 Exit the old version of the software: Ensure that the configuration of the old version is saved. 

3 Extract the new version of the software to a directory outside the Windows-specific directory 

(overwriting the original version is not recommended due to different file structures). 

4 Run the Setup program in the directory, and after clicking the "Start Setup" button, the following 

tasks will be completed: 

 
V Select the language 

V Registration of the new version software and version selection 

V Update or create shortcuts on the desktop or in the software directory 

V Termination of the original version software 

V Self startup settings upon startup 

V I/O configuration, authorization code migration, and other tasks. 

Description 

Administrator permissions are required; if a permission prompt window appears, please allow it to run. 

5 Launch the software using the PLC-Recorder shortcut on the desktop or in the software directory. 

3.4. Authorization 

If already authorized, the authorization type will be displayed on the "About" page. By clicking the 

"Detail" button, you can open the authorization software interface to view detailed authorization 

information. 
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Hardware Authorization 

The authorization software will monitor changes in authorization in real-time and notify the server and 

client. If authorization is insufficient, data collection may be terminated. Therefore, please do not 

remove the USBKEY during the collection process. 
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When the USBKEY is first inserted into the computer, the indicator light will turn on. 

For official authorization, the "About" page will display information such as the authorization creation 

date, end user, and the serial number of the USBKEY. 

Incorrect end user information will affect the warranty. 

 



 

 

4. I/O Management (Configuration) 

 

 

 

4.1. Channel Operation 

Click the "Input" button at the top of the I/O management interface to access the configuration interface 

for channels and tags. 

4.1.1. Channel Addition 

Right-click on the corresponding device type in the channel tree to open the add menu, where you can 

select a sub-device type, or you can left-click the "Add a channel" button to perform the operation. 
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4.1.2. Copy, Delete, and Replace Type of Channel 

Right-click on an already added channel to bring up the channel operations menu, where you can 

perform actions such as copy channel, replace type, add channel and delete channel. 

  

4.1.3. Channel General Parameters 

After selecting an already added channel, all related information will be displayed on the right, 

including general information, connection information, and information for three types of tags. 

 

V Channel name: Choose a name for the channel, duplicate names are allowed. 

V Channel number: 
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A unique number (non negative integer) can be assigned to the channel, which facilitates the management of 

multiple devices. The channel number, tag number, and tag category together form the unique index of the 

tag. Therefore, it is recommended to carefully plan the channel numbers. 

In the channel tree and main interface, channels will be sorted in ascending order based on their channel 

numbers. 

V Cycle time: 

Each time data is collected, a query will be performed for all tags. The time taken for each data collection 

varies depending on the communication protocol, device operation speed, network speed, network congestion, 

and the number of tags. 

If the cycle time is longer than the record time, the software will wait after the record is complete to ensure a 

consistent cycle time. 

If the cycle time is set too short, shorter than the record time, the next record will begin immediately after the 

current one is completed. The minimum value of the cycle time is 8ms; and for High-speed record, there 

is no limit. There is no maximum limit for the cycle time, but it is recommended to keep it within 1 

minute (mainly for user experience). 

If the clock resolution of the Windows system cannot meet the accuracy requirements, the acquisition 

cycle will be automatically adjusted when starting the acquisition, with the following principles: 

1) Adjustments are only made for acquisition cycles shorter than 20ms. 

2) Only increase the acquisition cycle, and ensure it is not greater than 20ms. 

3) Only for channels in active collection mode, the channels in Radio mode will not be adjusted. 

For high-speed record in Radio mode, the cycle time will be based on the actual received message cycle, 

which may be shorter than the set cycle time. 

Description 

Since the internal scanning cycle of the recorded device is generally shorter than the actual cycle time of 

this software, the software may not be able to capture rapid signal changes. 

V Number of three types of tags: 

Used to determine the number of tags that need to be configured on subsequent subpages. After 

modifying this data, the number of tags on the subpages will be adjusted accordingly. Therefore, it is 

important to be cautious when reducing this value. 

It is recommended that the number of each tags should not exceed 3000. 

The total number of tags in each channel shall not exceed 65535. 

The additional options for each type of tag can be modified as needed. If unsure, the default values can 

be used. 

V Specify format: 

For multi-byte tags, if the recorded value does not match the value in the PLC, and address errors are 

ruled out, it may be related to the byte order. You can try specifying the format. 
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V Actived: Option to determine whether to start data record. If deactived, all tags in this channel will 
not be included in the next data record. 

V Please refer to the subsequent chapters for tag import and export. 

4.1.4. Tag export 

Select a channel and click the "Tag export" button to export all tags from that channel into a .csv file or 

a .xlsx file. This file can be edited using software like Excel and then re-imported. 

Refer to Appendix 2 for the export file format. 

4.1.5. Tag import 

Select a channel and click the "Tag import" button to enter the tag import dialog window and import 

tags for that channel. 

 

The top left corner of the window displays the information of the current channel. 

Default format: 

Used to import a tag list that conforms to the Default format, with a .csv file or a .xlsx file. 

During tag import, the "category number" is used as the basis for determining whether a tag is 

duplicated. Tags are divided into three main categories: Numeric N (e.g., "Int16", "UInt16", 
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"Int32", "UInt32", "Int64", "UInt64", "Float", "Double", "Word", "Byte"), Boolean B ("Bool"), 

and Text S ("String"). They are numbered starting from 0, and a type symbol should be added 

before the tag number for distinction. For example: the category number of the third Boolean 

tag is B2. After importing, the tag category numbers will be sorted, and then renumbered 

sequentially. Therefore, to ensure that the order and numbering of the imported tags remain 

unchanged, please ensure that the numbering starts from 0 and is continuous. 

Tag names and addresses can be duplicated. 

For. xlsx files, the software first searches for a sheet named Tags, and if found, imports tags 

from that sheet. If not found, import tags from the first sheet. 

Factory format: 

Used for information such as symbol tables exported from programming software. Currently 

supported: 

ü SIEMENS STEP7 software (S7-300, S7-400, WinAC) symbol table export files 

(extension .asc) and data block export files (extension .AWL) are supported. Please refer to 

the steps for guidance. 

ü Siemens TIA Portal software (S7-300, S7-400, S7-1200, S7-1500, WinAC) symbol table 

export files (please export as .xls format and then save as .csv format using Excel or similar 

software), and data block export files (extension .db). Please refer to the steps for guidance. 

ü CODESYS 

ü Bekhoff 

For unsupported PLC models, the import button will be disabled. 

During import, various checks will be performed, along with multiple import options, to 

ensure the tags are usable. 

Online select: 

Read the tag table from the PLC, view real-time values, and select tags. Currently support: 

ü Certain PLC programmed with TIA Portal (refer to: S7-PLUS Protocol) 

ü CODESYS 

ü Beckhoff 
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Mode: 

"New" will replace all existing tags in the current channel with the imported tags. 

For "Supplementary" import, if a tag with the same name is found, it will be compared. If 

differences are detected, the tag will either be replaced or a prompt will appear asking for 

confirmation. 

Duplicate name handling: 

During Supplementary import, if a duplicate tag with differences is found and "Replace" is 

selected, the tag will be directly replaced. If "Keep old" is selected, the original tag will be 

retained. 

Error handling:  

During the import process, various checks will be conducted. If anomalies are detected, the 

system can either alert the user or directly ignore them. 

4.1.6. Channel Connect Parameters 

Enter the relevant connection information for the PLC device here. If unsure, you can refer to the 

default values for each device (see appendix). 
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Multi line: If multiple channels have the same IP address and port number, they form a multi-line record 

for the same device. If the target device has sufficient communication resources, multi-line record can 

significantly increase the data record speed. 

4.1.7. Tags Configuration 

On this page, you can configure all tags (the following explanation uses numeric tags as an example): 

 

V Number: The first column is the fixed tag number, which is automatically assigned and cannot be 
modified. 

V Name: The name of the tag, which can be duplicated or left empty. The name must not contain the 
characters "[" or "]" or any spaces. 

V Type: By clicking in the type cell for each tag, a list of available types for this device will pop up 
for selection. 
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V Start address: 

The Start address is the address of the tag inside the PLC, and its format may vary completely 

depending on the PLC model. For example, in SIEMENS PLC, the Start address is an absolute 

address such as M0.0 or DB10.0, while in AB PLC, it is the symbolic name of the tag within the 

PLC. 

When the mouse is hovered over the address cell, a dynamic tooltip will display some of the allowed 

address formats for this device. For the complete list, refer to Appendix 1: Address Specifications for 

Various Brands. 

V Transformation: 

The linear transformation parameters of the tag follow the formula: y = kx + b, where k is the scaling 

factor, and b is the offset. 

Please pay attention to the numerical range of each tag to avoid exceeding its expression range and 

causing numerical anomalies after transformation. 

When the variable is a decoder tag, the transformation parameters will be ignored and the original 

values will be maintained. 

When conducting online testing and tag selection, the displayed time values will ignore the 

transformation parameters, maintain the original values, and compare them with the tags in the PLC. 

V Unit: You can enter the unit for this tag (spaces are not allowed). 

V Comment: Click to enter and display the comment information for this tag. 

V Activate: You can activate or deactivate tags by checking or unchecking the option. Activation and 
deactivation are equivalent to loading and unloading in earlier versions. Deactivated tags will not 

be recorded or stored and will not appear in the tag tree on the main interface. Clicking the 

"Active" box at the top allows you to select all or deselect all. Convenient operation of multiple 

tags can also be performed through the right-click menu. 

V Tag filter 

At the bottom of the window, there is an operation area for tag filtering. You can quickly filter all tags 

containing the matching characters by entering characters. 
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V Error check 

After the information is modified, an error check will be performed on the tag content. Once an error is 

detected, it will be directly located, and the table content will be highlighted with a yellow background 

for prominent notification. 

 

V Add or delete tags 

Quick Add: After modifying the content of the last row, a tag will be automatically added, and the tag 

count on the "General" page will also be updated automatically. 

By using the right-click menu, you can insert or delete single or multiple tags. 

By using the right-click menu, you can add single or multiple tags in sequence: name followed by 

sequential numbering. The address increases based on the reference tag, following the order of types. 

V Duplicate address check 

After displaying or modifying the tag address, the system will check for duplicate addresses within the 

same form tags and highlight the duplicates in light gray. 
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Tags in different forms are allowed to have duplicate addresses. 

Duplicate addresses are not critical errors; saving and recording are allowed. 

V Batch operations for cells 

You can select multiple cells and copy them to the clipboard (via right-click menu or Ctrl+C), then paste 

them in table form into various text tools and software, including but not limited to Microsoft Excel, 

Word, WPS Spreadsheet, and WPS Writer. 

You can also select table content from the aforementioned text tools and software, and paste it into the 

cells. 

V Beckhoff address type selection 

The Beckhoff PLC addresses include two types: absolute addresses and symbolic addresses. You can 

right-click in the starting address table (in non-editing mode) to make a selection. 

 

4.1.8. String tags 

The structure and encoding of string tags vary between different PLC. For example, various SIEMENS 

PLC models offer a string type (String), and the S7-1200 and S7-1500 also provide extended string tags 

(WString). The tag headers include length information. The Japanese PLC and CODESYS series strings 

do not have length information, but they do have an end marker. 

This software provides a configuration interface for string tags. 
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Depending on the device type and tag type, the length unit can be either bytes or characters, so please 

differentiate accordingly. 

Structure 1 is used to indicate the extraction of the internal part of the string tag, excluding the header 

and tail information. 

Structure 2 is for SIEMENS string types. During result parsing, both the stringôs own feedback length 

and the set length are checked, and the smaller of the two is used. For this structure, it is recommended 

to set the length slightly larger than the actual string length so that the software can automatically parse 

the length and ensure the complete string is obtained. 

Structure 3 is for Japanese PLC and CODESYS series string types. The actual length is determined 

based on the end marker, and the part before the end marker is extracted. If no end marker is found, the 

entire content up to the set length is extracted. For this structure, it is recommended to set the length 

slightly larger than the actual string length so that the software can automatically parse the length and 

ensure the complete string is obtained. 

Description 

Compared to numeric tags, string tags contain more information, which significantly impacts data 

record speed. Therefore, please use them with caution and reduce the length of the tags as much as 

possible to minimize unnecessary content reading. 

On the General page, you can specify the default string structure for the device, and on the string tag 

page, you can select a different structure for each tag. 

The allowed string structures will be automatically selected based on the device type. 

Each character in a WString (including the end marker) occupies two bytes. 

This software saves and processes both Char and WChar tags as strings. 

Reference: 

Demonstration of Channel and Tag Operation 

4.1.9. Connection test 

For most devices, a connection test can be initiated on the channel connection page. After clicking the 

connection test button, the software will attempt to establish communication with the device. Once 

communication is established, the top will display green, and the tag values will automatically update. 

If a tag is inaccessible, the current value will be highlighted in yellow. When you hover the mouse over 

the yellow area, a possible reason will be automatically displayed, which can be used as a reference for 

modifying the tag. 

https://hiddenmap.cn/files/video/00%20技巧/V2.0%20PLC-Recorder通道和变量操作演示.mp4
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The tag connection test and tag modification are executed simultaneously. After modifying the tag 

information (by pressing Enter or leaving the field), the system will immediately use the new 

information to perform the test. 

The interface before testing: 

 

The channel interface during the test: 

 

The real-time information of the tested tag (see the last column): 
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Note: 

The connection test also needs to establish communication with the PLC, which will occupy the 

connection resources of the PLC. For Mitsubishi PLC, each connection resource needs to be pre 

configured. 
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4.2. Virtual channel 

Channels that perform secondary processing on tags from other channels. Currently, a device type with 

a decoder has been developed, allowing the decoding of 16-bit, 32-bit, and 64-bit tags to obtain the 

value of each individual bit. The tags decoded by the decoder correspond to the respective number of 

Bool tags (binary values). 

The channel and tag configuration are as shown in the diagram: 
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4.3. Record configuration 

Clicking the "Record" button at the top of the configuration interface will take you to the trigger and 

store configuration page. 

4.3.1. Store Configuration 

Click the "Store" node in the tree to enter the store settings interface. 

 

V Save path: The save location for historical data files. 

V File name includes project name: If selected, the historical data file name will begin with the 
project name. 

V Daily Directory: If selected, data files will be organized by day. 

V Save interval: 

After data record starts, how often the data file is saved (each time in a different file). To minimize the 

risk of data loss, this interval should not be set too long (it is recommended to set it between 30 minutes 

and 2 hours). 

For each channel, the total data volume for a single record (one save), calculated as the product of the 

total number of points and (the number of tags + 1), is limited to 268,435,455. Assuming a channel has 

100 tags and data is recorded every 50 ms, the upper time limit for data record in a single file is 

calculated as: 268435455/101/20/3600/24=1.53 days (36.9 hours). Reducing the record frequency or 

decreasing the number of tags will extend the data record time. If you do not want to reduce the 

sampling frequency or the number of tags, the issue can be resolved by reducing the file saving interval. 

For example, you could change it to 30 hours. 

The minimum value of the save interval must not be less than twice the cycle time. 

V History file manage 

Files in the save path can be automatically managed. 

If time management is enabled, .ihm files before the specified number of days will be automatically 
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deleted. 

If space management is enabled, files (starting with the oldest) will be automatically deleted to ensure 

that the disk containing the file save path has the specified minimum available space. 

If "Include subdirectory" is selected, files in subdirectories that meet the criteria will also be 

automatically deleted. 

Note: 

When enabling automatic management, please configure the parameters carefully to avoid accidental 

file deletion. For example, if the minimum space is set too large, copying a large file to the disk could 

result in the automatic deletion of all data files. Therefore, please be sure to enable the space 

management function with caution. 

4.3.2. Trigger Mode 

Click the "Trigger" node in the tree to enter the trigger settings interface. Multiple start and stop modes 

are provided, and these modes can be used in combination: 

 

Start trigger: 

V It includes the "Manual" and "Condition" modes. 

V The "Manual" mode functions the same as the previous button start feature, where recording begins 
after pressing the button. 

V The "Condition" mode makes judgments based on the specified conditions. In this mode, data will 
be recorded in advance according to the pre-record time. That is: after starting the recording, if the 

Start trigger is not met, it will loop and record the data before the trigger (pre-record). During the 

pre-record process, if the Start trigger is met, it will immediately switch to the formal record mode. 

The moment when the condition is met is called the "trigger moment," which is represented by a 

blue dashed line (viewable in the offline analysis software Ana). 

Stop trigger: 

V It includes three modes: "Manual," "Condition," and "Delay." 

V The "Manual" mode functions the same as the previous button start feature, where recording begins 
after pressing the button. 
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V The "Condition" mode makes judgments based on the specified conditions after formal record 
begins. Once the condition is met, the record is terminated. If "Tail 1s" is selected, 1 second of data 

will be recorded after the stop condition is met. When opening this data file with Ana, you can 

observe the blue dashed line indicating the tail trigger moment. 

 

V In the "Delay" mode, after formal record starts, a delay timer begins, and once the delay period 
ends, the record is terminated. 

 

Advanced Features (Authorization Required): 

V "Cycle record": If the start mode is set to "Condition" and the stop mode is not manual, this 
function enables cycle record. 

V Tag filename: 

The filename is based on the real-time value of the selected tag along with a timestamp. 

The tag used as the filename must be either an integer or a string type. If the string length exceeds 

25 characters, only the first 25 characters will be retained. 

The moment the filename is obtained corresponds to the trigger recording time: if triggered 

manually, it is the moment the button is clicked. If the trigger is based on conditions, the filename 

is obtained at the moment the condition is met and recording begins. Therefore, please ensure that 

the tag values are prepared in advance on the device side. 

If multiple files are recorded after the trigger, the first part of the filename remains the same, while 

the timestamp portion changes. 
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4.4. Groups 

Clicking the "Group" button at the top of the configuration interface will take you to the group 

configuration page. Grouping fully supports drag-and-drop functionality. 

V Dragging a tag into a group will add the tag to the group. If the group does not exist, a new group 
will be automatically created. 

V Right-clicking on a group will bring up a menu, allowing you to perform bulk selection of group 

tags, reset the tag order (sorted by channel and tag number), rename, move, or delete the group, 

and other operations. After selecting a group, convenient operation buttons will also appear on the 

right side for quick actions. 

 

V Right-clicking on a tag within a group will bring up a menu for moving or deleting the tag. After 

selecting a tag, convenient operation buttons will also appear on the right side for quick actions. 

 

Reference: 

Demonstration of Group Operation 

  

https://hiddenmap.cn/files/video/00%20技巧/V2.0%20PLC-Recorder分组操作演示.mp4
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4.5. Sharing 

Here, you can configure the parameters for sharing each protocol. For more details, refer to the Data 

Sharing Section. 
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4.6. Configuration Management 

4.6.1. New Configuration, Save, and Open 

Using the configuration operation buttons, you can create new configurations, open existing ones, and 

save them. The configuration file extension is .io. 

 

4.6.2. Channel Import and Export 

All information of a channel can be saved as a separate file through the menu or top button for easy 

management. 

 

Single channel or multi-channel imports can be performed from configuration files, data files, and 

channel files through the top button (note: if the numbers are the same, existing channels will be 

overwritten): 
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4.6.3. Configuration Application 

The software supports making configuration changes during data record. Data record will only be 

interrupted when applying a new configuration. The new configuration is then loaded, and record will 

restart afterward. 

When applying a new configuration, the configuration content is downloaded to the server and applied. 

An "Apply Information" window will pop up, showing the application process and any error messages 

(if applicable). 

When clicking the "OK" button in the configuration interface, the application process will be executed 

first, and then the window will close. 

Clicking the "Cancel" button in the configuration interface allows you to discard all current changes. 

 

 



 

 

5. Client and communicating with server 

The client is the tool used for configuration management and online display within this software system. 

The server operates in the background, handling tasks such as data record, store, and sharing. They 

communicate with each other through an internal protocol. 

Multiple clients can be opened to achieve the function of different curve combinations. Each client has a 

number on its title, which is assigned by the server to distinguish them. 

5.1. Client-Related Information 

There are three key status indicators located at the bottom right corner of the main interface: 

V The communication status with the server, displayed as  and . Double-clicking this icon 

will bring up the communication details window, where you can view the exchanged information. 

When communication with the server is unexpectedly disconnected, you can reconnect to the 

server from this window (or by restarting the client to reconnect). 

 

V The project matching status indicator is displayed as . When the client and server projects 

match, the icon is displayed in color. If they do not match, the icon is shown in gray. When there is 

a mismatch, you can either load the configuration from the server or download the configuration to 

the server (this can be done through the "Record" menu). 

V Record status indicator:  simulation record status,  external record status, and  not 

record status. 
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5.2. Server-Related Information 

 

V Port number: The default is 9171. If this value is changed, all clients must also be restarted. 

V Client count: The number of connected clients, including PLC-Recorder clients and process 

modules. 

V I/O: Open I/O Manager. 

V Stop and exit: This will exit the server along with related software for authorization, process 
management, and history file management. 

V Client: If the client is not open, it can be opened. 

 



 

 

6. Record 

 

6.1. Data Record Process 

After clicking  (start), the server begins data record, store, and sharing. 

Initialization process after initiating data collection: 1. Static check of channels and tags; 2. Establish 

communication with PLC; 3. Check the accessibility of tags one by one. 4. For accessible tags, organize 

collection commands. Then, start the periodic collection. 

Allow any channel not to be ready (will continuously attempt and automatically start collecting once 

ready). During the collection process, if communication is interrupted, the collection will automatically 

resume after communication is restored. 

A channel will start collection as long as there are no erroneous tags (syntax correct, accessible online). 

If the data record is not completed within the specified period, the next cycle's time will continue to be 

used (no new data record will be initiated during that cycle). Therefore, if this phenomenon is observed, 

it is advisable to extend the cycle time to obtain data at equal intervals. If the time is set short enough, 

continuous data record can be achieved. 

Clicking  (Record Waveform) button will prompt the client to start scrolling the display of the 

latest recorded data. 

Clicking  (Pause) button will stop the scrolling (but it will not affect the recording). 

After pressing  (Stop) button, data record will cease (depending on the options selected, 

confirmation may be required or it may need to be confirmed via a password). 

During the record process, clicking the "+" or "-" buttons at the bottom will enlarge or reduce the 

displayed time range (altering the scrolling speed of the window). 
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The text above the "+" button changes according to the record status. During normal data record, it 

displays the accumulated record time. 

The "<<", "<", ">", and ">>" buttons allow for window movement and page flipping (only a portion of 

the time series is saved; for the complete historical series, please use the offline analysis software Ana 

for viewing). 

6.2. Software Interface Operations 

6.2.1. Window Operations 

The window can be maximized, minimized, closed, and other operations. 

6.2.2. Keep Waveform Recording Window on Top 

By navigating to the menu "View" -> "Keep top while recording", you can make the recording window 

stay in front of most other software, ensuring that the waveform is easily observable. 

6.2.3. Show left area 

The left area can be displayed or hidden through the menu "View" ->"Show Left Area". 

6.3. String Record 

String tags are displayed on the waveform in BOOL format. When the content of the string changes, the 

BOOL value transitions to a high state and remains at that level for one cycle. 

The label on the waveform displays the current string content. 

 

6.4. Data Saving 

Once the set conditions are met, the data will be saved in the historical files located in the specified 

directory. The filename will correspond to the moment data record began, for example: 

20190410215828.ihm. 
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The data file name can include the project name; please enable this feature in the Channel detail 

settings. 

During the data record process, clicking the "Save current data" button  will save any data that has 

not yet been saved, and then continue the record. 

At the bottom of the client and on the storage page of the DA server, you can see the save path of the 

current data (in blue font). Clicking on the path will open the directory where the file is located. 

Data buffering mechanism: 

The data has two levels of buffering, memory and disk, and each channel is managed separately. The 

collected data is first stored in the memory buffer. In high-speed mode, the buffer contains 180000 

samples, while the rest contains 4000 samples. When the memory buffer is full, it will be stored in the 

disk buffer. When the saving conditions are met (time, condition triggering, or stopping collection), the 

disk buffer and unsaved memory buffer will be written to the data file. 

Data Security: 

During the collection process, if the computer where this software is located suddenly loses power, the 

data buffered in the memory will be lost. At the next startup, the disk buffer file will be automatically 

checked, and if found, it will be automatically restored to the data file. 

6.5. Channel Communication Status Monitoring 

During the data record process, the connection status will be displayed in the upper left corner of the 

channel. It will be gray when not connected, green for normal connections, yellow for poor connection 

quality, and red if any channel has been unresponsive for an extended period. During data record, 

communication will be automatically monitored and restored as needed. 

6.6. Simulation 

This software provides a waveform simulation feature that can simulate a sine series or an oblique line. 

When simulation is enabled, the data will come from the internal signal generator. 

This function can be toggled via the menu: "Record" -> "Simulation - Sine" or "Simulation - Line" to 

operate. 

Note: When recording from external devices, please do not select any simulation option. 

6.7. Viewing Record Status in the Server 

You can view the real-time status of each channel and detailed information about the channels. 



Record  

 пу ¦ǎŜǊ aŀƴǳŀƭ ±оΦфΦл лфκнлнр 
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6.8. Automatic Startup Settings 

The content of automatic startup can be set in the main interface of the server (the function of software 

starting with the system is set in the Setup program): 

 

 

V "Auto record": After the software starts, it will wait for a set delay time before initiating the 
recording. Due to variations in startup speed and network readiness based on system and computer 

performance, please test and adjust the parameters suitable for your computer to avoid recording 

failures. 

V "Shut down after auto stop": When the stop condition is not manual, once the stop condition is met, 
a delayed shutdown command (60 seconds) will be issued, and the software will exit normally. 

V "Run client auto": When starting data record, if the PLC-Recorder client is not running, it will 

automatically launch the client. 

 

Description 

Testing has found that the above functions may have certain uncertainties on XP systems; therefore, 

please test thoroughly before use. 

The shutdown command will force the system to shut down. Therefore, after enabling the shutdown 

feature, please exit any unnecessary software to avoid accidental data loss.. 



 

 

7. Data Sharing 

The sharing function of the software can share the current data to third-party software while recording. 

This software can start a WebSocket server, an MQTT server, and a MODBUS-TCP server to provide 

data services for various types of clients. 

Each type of sharing can be controlled to determine whether it is enabled. Once the sharing service is 

started, only the enabled sharing modes will take effect. 

Each type of sharing has its own configuration area, where related parameters can be modified and take 

effect in real time. 

 

7.1. MQTT Server Sharing 

Please set the monitoring port number for this software (it must be different from the WebSocket port) 

and the server identification code. The corresponding client settings must match this, otherwise, the 

connection cannot be established, or the audit will not be approved. 

After the client connects to the server, it needs to authenticate (using the server identification code) and 

subscribe to tags. After successful authentication and tag subscription, the current values of all tags will 

be sent (only once). Subsequently, the server will check for data changes at the set intervals and send the 

updated tag data to the client. For the interaction process, please refer to Appendix 3. The client 

development can refer to the client DEMO source code. Download link: www.HiddenMap.cn 

If "Raw value" is selected, the recorded value x will be shared. If not selected, the value after the 

transformation y = kx + b will be shared. 

7.1.1. Main Parameters and Updates 

V Number of clients served simultaneously: 4. 

V Number of tags subscribed by each client: It is recommended not to exceed 1,000. 

V Data format: JSON string (see Appendix 4 for details). 

V Protocol version: V3.1 

V MQTT follows the standard protocol rules of version 3.1.1. 

V Changes made: 

https://www.hiddenmap.cn/
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Â For the first verification of the MQTT Server, version specification information is added. 

Â The MQTT feedback includes the server's version and the version information being used by 
the client. 

7.1.2. MQTT Tag Update Strategy 

For the MQTT Server, starting from version V3.0, each client can define up to four tag update strategies 

when subscribing to tags. 

Each tag is assigned to one of the strategies through the strategy number STRNUM (a tag cannot 

belong to multiple strategies within the same client). 

The server will report data to the client through different channels and strategies based on the conditions 

and the TOPIC set in the strategy. 

V Strategy Definition: 

Â Strategy Number NUM(Int32): Non-negative integer 

Â Strategy Type STYPE(Int32): See below 

Â Reported TOPIC(String): Non-empty ASCII string, must not contain "/", e.g., PROCESS, 

which will be part of the reporting topic. 

Â Cycle CYCLE(double) 

Â Update Type: UPDATEMODE(string) 

"FULL" or "CHANGED", where the update type is either a full update (which increases 

communication load, use with caution) or a change-based update (recommended, default). 

Â Start time: STARTTIME(string), e.g., 23:15:20, indicating that updates will start from the 

most recent 23:15:20. 

V Strategy Type STYPE(Int32) value range: 

Â 0 = Non-cycle, change-based updates (typical data: device status tags), ignores update cycle 

and update type parameters. The server checks tags every 100ms and pushes updates to the 

client when changes are detected. 

Â 10 = Fast cycle, where the update cycle CYCLE is measured in milliseconds (typical data: 

process parameters of equipment or machinery), and the update type UPDATEMODE is 

valid. (Tags subscribed under the V2.0 protocol will belong to this group. The TOPIC is 

"value"). 

Â 20 = Slow cycle, where the update cycle CYCLE is measured in minutes, and the update 

cycle must be >= 1. Update Type UPDATEMODE is valid. Start time STARTTIME is valid. 

(Typical data: shift or daily summary data) 
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7.2. Websocket Server Sharing 

Please configure the monitoring port number and the server identification code for this software. The 

corresponding client settings must match this, otherwise, the connection cannot be established, or the 

audit will not be approved. 

After the client connects to the server, it needs to authenticate (using the server identification code) and 

subscribe to tags. After successful authentication and tag subscription, the current values of all tags will 

be sent (only once). Subsequently, the server will check for data changes at the set intervals and send the 

updated tag data to the client. For the interaction process, please refer to Appendix 3. The client 

development can refer to the client DEMO source code. Download link: www.HiddenMap.cn 

If "Raw value" is selected, the recorded value x will be shared. If not selected, the value after the 

transformation y = kx + b will be shared. 

Main Parameters: 

V Number of clients served simultaneously: 4. 

V Number of tags subscribed by each client: It is recommended not to exceed 1,000. 

V Data format: JSON string (see Appendix 5 for details). 

V Protocol version: V3.0.0  

  

https://www.hiddenmap.cn/
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7.3. MODBUS-TCP Server Sharing 

MODBUS-TCP Sharing Configuration Window: 

 

Once this feature is enabled, a MODBUS-TCP server will be actived to provide data to external clients. 

You need to configure the port number, string order, update cycle, byte format for multi-byte tags, and 

select the appropriate tags for sharing. The site number for external access to this server is set to 1 and 

cannot be changed. 

 

Tag Selection and Sharing Address Configuration 

Users select the tags to be shared and specify the external access address: 

 

After selecting the tags, the share address will be automatically set based on the tag's length. Users can 

adjust the order of the tags, and by clicking "Auto add.", the share address will be automatically 

rearranged. Users can also manually modify the sharing address. When the "Auto adjust address" option 
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is actived, if subsequent addresses overlap, they will automatically be adjusted to a later position. 

After modifying the sharing address, the system will automatically check for overlapping addresses. 

Any conflicting addresses will be marked in red text. When there is an address conflict, sharing 

activation will not be allowed. 

The store area for Bool tags is the coil area, and the external read function code is 01. 

The store area for non-Bool tags (including strings) is the holding register, and the external read 

function code is 03. 

For numeric tags, to ensure that the value range is not exceeded, only the raw data recorded (before 

calibration) will be shared. 

String related: 

ü Supports both ASCII and Unicode strings. 

ü ASCII strings occupy 256 bytes (128 characters) by default. If the actual length exceeds the default 
length, please manually set the address space. 

ü Unicode strings use UTF-8 encoding and occupy 512 bytes (256 characters) by default. If the 

actual length exceeds the default length, please manually set the address space. 

ü Strings are terminated with a byte value of 0. 
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7.4. Time Base 

In PLC-Recorder, the operating cycle of the sharing service is 100ms, which serves as the time base for 

the sharing service. All cycle parameters set by clients should be whole multiples of the time base. 

Otherwise, execution will occur in the next nearest cycle (rounded up). 

For non-cycle updates, the checking cycle is also at least 100ms. Therefore, if a tag deviates from its 

original value and immediately returns within 100ms, the sharing service may not detect the change. 

If a channel or recorder deviates from its original state and immediately returns within 100ms, the 

sharing service may not detect the change. 

7.5. Methods for enabling and stopping the sharing service 

Switch the server's status through the "Start service" and "Stop service" options in the sharing menu. 

To avoid unnecessary sharing, data will only be provided externally after data record has been initiated. 

After the sharing service is enabled, if sharing parameters are modified and the "Apply" button is 

pressed, the system will automatically apply the new parameters. If the port or identification code is 

modified, the original client will be immediately disconnected and will not automatically reconnect. 

Therefore, please use this function with caution. 

7.6. Sharing resources 

Sharing resources refer to the number of remote users that this software can simultaneously provide data 

to. Each WebSocket and MQTT client occupies one resource. Once MODBUS-TCP is enabled, it will 

also occupy one resource. Once resources are exhausted, no new client requests will be accepted. 

In the Share Status window, you can view the number of sharing resources currently in use. 

 

7.7. Sharing Content in the Server 

The sharing page of the server allows you to view partial configurations, check the status, start or stop 

the service, and see the number of resources and authorized users. 

If "No save local" is selected, the data will not be stored locally. In this case, the software becomes 

purely a data recording and sharing tool. 

If "Auto start" is selected, the sharing function will also start when the server starts (used for unattended 

auto-start). 
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7.8. Additional Information 

The Share Status window can coexist with the waveform recording window. At the bottom of the 

configuration window, there is a log of various sharing events (up to the last 1,000 entries), with the 

most recent events displayed at the top. You can manage the log content using the "Pause" and "Clear" 

buttons. 

Since the fastest sharing cycle is 100ms, if the record cycle is less than 100ms, some data may not 

be shared. Please take note of this. 

 



 

 

8. Display and Analysis 

You can use the "Open data files" button  to launch the offline analysis software Ana, which will 

open the most recent historical data file for series display and further analysis. 

You can also double-click the data file to use the offline analysis software Ana for analysis. 

8.1. Display Area and Function Options 

 

8.2. Tag Tree and Group Tree 

The left side of the area is divided into two tabs: "Tags" and "Groups". The "Tags" tab displays a list of 

channels, which can be expanded to show channel information and all loaded tags. 

The channel icons will change according to the channel status:  normal but not collecting, 

Abnormal collection (possibly due to tags, please check the tag situation of this channel), 

communication failure, communication normal, or  inactive. 

Tag status: Tags selected for online display will have bold text, and the color will match the series color 

in the right-side window. Other tags will be displayed in normal black font. 

The filter box allows for quick filtering based on tag names, or comment. You can control the display of 

inactive tags.You can toggle the display of the filter box through the menu: "View" -> "Tag filter". 
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Tags in the group tree are also color-coded to indicate whether they are being displayed. 

8.3. Add and Delete series 

Tags can be dragged from the left-side tag tree or group tree into the right-side display area (duplicates 

are not allowed). 

You can also right-click on tags in the tag tree or group tree and use the menu to add or delete series and 

adjust colors. 

You can right-click on the legend to close a series or change its color. 

You can use the mouse to adjust the position, height, and color of the series, and you can also close a 

specific series using the right-click menu. 

You can drag multiple tags into the same area to display them on a shared Y-axis. You can drag a series 

from the legend into another Y-axis or onto a separate Y-axis (refer to the related operation video for the 

Ana software). 

View and Download Operation Video 

Automatic series color setting: Enable the automatic color setting function through the menu "View" 

->"Auto color for new series". When adding new series, colors are automatically assigned based on the 

series numbers within the region. Do not modify the color of existing tags within the region. When 

dragging series between regions, the color remains unchanged. The 'Auto color once' button is still valid 

and can automatically reassign color once again. 

8.4. Display of Recorded Values 

Recorded values are displayed on the legend at the top left of the series. In the record state, the latest 

recorded values are displayed. In the stopped state, the value at the cursor position is displayed. 

The legend displays the channel number, tag number, name, unit, and recorded value. If the content is 

too long, the unit will be hidden first, followed by shortening the content of string tags and tag names. 

Any truncated parts will be indicated with "...". To view the full content, hover the mouse over the 

legend, and the complete information will be displayed. 

https://hiddenmap.cn/files/video/00%20技巧/PLC-Recorder曲线操作演示20211107.mp4


Display and Analysis  

 рф ¦ǎŜǊ aŀƴǳŀƭ ±оΦфΦл лфκнлнр 
 

8.5. Display of Data Points 

In the stopped scrolling state, as the X-axis of the series is gradually zoomed in, data points will 

automatically become visible: 
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8.6. Display of Grid Lines 

Clicking  shows or hide grid lines. 

 

8.7. Bool fill color 

Through the menu "View" -> "Bool fill color", you can enable solid display for Bool tags (bar chart): 
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Click and Scroll 

Clicking on a series will display a cursor, and the value to the left of that point will be shown on the 

right side of the display area. 

The user series display window at the bottom includes a scroll bar for navigation. The "+" button is used 

to zoom in on the window, while the "-" button is used to zoom out (with a minimum window size of 

100 ms). You can move the series window using the scroll bar or by clicking the area to the left or right 

of the series outside the window. 

8.8. Adjustment of Series Height 

The chart is initially set to auto-adjust its height, adapting to the available space until it reaches the 

minimum height. 

You can adjust the height of the series by dragging the bottom of the series (the red box area). The 

draggable section is as follows: 

 

After dragging, the height of the series becomes fixed and will no longer adjust automatically. 
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8.9. Maximum and minimum values of Y-axis 

You can drag the Y-axis text up or down to adjust the maximum and minimum values of the Y-axis. You 

can also adjust the Y-axis using the "+" and "-" buttons on the left side of the Y-axis. 

In the pop-up menu within the chart, there is an "Options..." entry. After selecting it, you can set the 

mode for adjusting maximum and minimum values of the Y-axis in this area. 

 

ü Auto scale: 

Perform an automatic calculation and adjustment within the window range of this area to ensure 

that it precisely covers the maximum and minimum values of the curve. 

ü Dyamic auto scale: 

Immediately perform automatic scaling after the window range changes. During the collection 

process, as the curve continues to roll, the optimal Y-axis range will also be automatically calculated. 

ü Dyamic auto scale (increase only): 

Continuously expand the range of the Y-axis based on the state of the curve, without performing 

any reduction operation. 

ü Manual: 

Set the Y-axis maximum and minimum values according to the given data. 

This function also applies to Y-axis adjustments during the waveform recording process. 

Note: 

When the collection speed is fast, the client cannot obtain complete data, so the range of the Y-axis may 

differ from the actual situation, and Ana's analysis shall prevail. 
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8.10. Display Format Modification (Options) 

You can open the options page for personalized display settings through the menu "View" -> "Options". 
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9. Process Function 

Process functions are those that meet the needs of online equipment monitoring and process monitoring. 

These functions can be customized and developed as needed. Currently, a "Periodic stability" function 

has been developed, which can be used for the statistical analysis of the distribution of cycles for 

specific actions or signals, allowing for the display of cycle stability. 

You can bring up the monitoring screen through the menu: "Process" -> "Periodic stability". 

Alternatively, you can double-click the "Process" section in the lower-left corner of the interface to open 

the monitoring screen. 

 

The parameter descriptions are as follows: 

V Tag: Allows you to select the specific Bool tag that needs to be monitored. 

V Ref. length: The standard time when the monitoring tag reaches "1". 

V Step: The width of the statistical interval. 

V Time unit: You can select the time units for the Ref. length and the Step size. 

After starting the monitoring, the system will begin continuously calculating the length of each pulse 

and counting them based on the statistical intervals. Below is an example of a simulated effect: 
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Once the monitoring is started, closing the monitoring interface will not affect the ongoing statistics. 

You can reopen the monitoring screen at any time to view the results. 



 

 

10. Radio Mode 

What is Radio? PLC-Recorder, as a listener, operates in a mode where the PLC actively and periodically 

sends data using the TCP/IP or UDP protocol. Correspondingly, the other channel working mode of 

PLC-Recorder is: fixed-cycle, where PLC-Recorder actively queries data from the PLC. 

In this software, four protocolsðS7, TDC, ABB-VIP, and Genericðare set up for devices in Radio 

mode. 

The Category for PUMICON should follow the rules of the generic protocol. 

Compared to active mode, Radio mode involves communication configuration on the PLC side and 

message content configuration, making it slightly more complex. The following sections will introduce 

these aspects step by step. 

10.1. Communication Principle 

This mode is compatible with both TCP and UDP protocols. The PLC is the source end, while the 

computer running this software is the target end. 

For TCP, the PLC needs to set the target IP address, target port, local port, communication ID, and other 

relevant information, and it must be configured for an active connection from the PLC side. Before 

sending data, a connection must be established first. TCP ensures the completeness and correctness of 

the transmitted information. 

For the UDP protocol, the above parameters also need to be set, but no connection needs to be 

established, and a response from the target device is not required. Therefore, there is no guarantee that 

the data will be received. 

The communication setup methods for different PLC vary. Please refer to the respective PLC 

documentation, as this manual will not provide detailed introductions for each one. 

10.1.1. Target Port 

The target port is also the Radio port of this software (the local port). Each protocol has designated port 

numbers (see the table below), but users are allowed to modify them in case of port conflicts (note that 

changes must be synchronized between the PLC side and this software. If the ports for the generic 

protocol and non-generic protocol overlap, they cannot be enab`led simultaneously to avoid Radio 

conflicts): 

Protocol Radio port 

S7 4170 

TDC 4171 

ABB-VIP 5001 

Generic 5010-5017 

10.1.2. Source Port 

When configuring communication within the PLC, it is necessary to specify the source port (the port 

within the PLC). The source port for each module or message must be unique and cannot be duplicated. 
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10.2. Module Settings 

In the PLC, the information that needs to be sent must be assembled into a message, with each message 

representing a module. For the S7, TDC, and ABB-VIP protocols, three types of modules are defined, 

each representing a different message structure. The module settings include a numbering parameter 

used to identify the type of module: 

Type Numbering Range Description 

Integer 
0-63, 1000-1063, 

2000-2063, 3000-3063 

Contains 32 integer numbers (int16) and 

32 Bool tags. 

Real 
100-163, 1100-1163, 

2100-2163, 3100-3163 

Contains 8, 16, or 32 floating-point 

numbers (Real in PLC) and 32 Bool tags. 

Generic 
200-263, 1200-1263, 

2200-2263, 3200-3263 

Any data structure (length not exceeding 

4096 bytes). 

On the PLC-Recorder side, each channel corresponds to only one module. Within the entire range of 

channels, module numbers must not be duplicated. For the S7, TDC, and ABB-VIP protocols, matching 

with channels is achieved through the target port and module number. 

For the generic protocol, all contents within the module can be freely configured; therefore, there is no 

need to pay attention to the module number, and there is no fixed structure. Matching with channels is 

done through the target port and source IP address. 

10.2.1. Module Structure 

The following will introduce the structure of the module using the SIEMENS S7 series PLC as an 

example. Module data typically resides within the DB data block (data block) of the S7 series. For 

S7-1200 and S7-1500, block access optimization must be disabled to allow for offset addresses to 

appear. The module consists of header information and a data area. 

10.2.2. Header 

The header includes three int16 integers (referred to as INT in the PLC). 

 
V message_length: 

The total length of the message data packet (in bytes) includes the header information and the 

subsequent data structure. This value is determined first, and once communication is established, this 

length cannot be changed. For integer and real modules, this length is a fixed value. 

V module_index: 

The module number is related to the type; please refer to the module numbering table in the overview. 

This number must match the number configured in the PLC-Recorder. 

V seq: 

After each successful transmission, this value needs to be incremented by 1 to distinguish between 

different messages. Upon reaching the upper limit, it needs to transition from 32767 to -32767 (the 

SIEMENS PLC will automatically handle this transition). 
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10.2.3. Data Area 

V Integer module: 

 
V Real module: 

 
V Generic module: 
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10.3. PLC-Recorder Configuration 

10.3.1. Add Channel 

 

 

10.3.2. General Configuration 

This section only explains the parts that differ from the I/O management chapter. 

V Cycle time: 

In Radio mode, a different mechanism is used compared to active record, allowing the minimum cycle 

to be shortened to 8 ms (excluding high-speed record). However, it should not be set lower than the 

PLC's sending cycle to avoid unnecessary resource waste. If this cycle is greater than the PLC's sending 

cycle, the software will only save the most recent value. 

V Number of tags: 

Based on the protocol type and the module number in the connection parameters (which determines the 

module type), the available tag types are automatically displayed, along with an indication of whether 

they can be modified. For example, for integer modules, this value cannot be modified. For generic 

modules, these values can all be modified. 

V Byte Order 

In the case of correct addresses, if there is a value parsing error, it can be corrected by adjusting the byte 

order of the numerical tag. Under normal circumstances, this option is only used for adjusting the order 

of multi-word tags. In Radio mode, it is also used for adjusting single-word tags. 

For the SIEMENS S7 series, the default is set to: ABCD. 

For Bool tags, if the bit retrieval is incorrect, you can try swapping the bit order. The parsing order 

before swapping is: 0123, and the order after swapping is: 3210. 

V String tags 

For generic modules and the generic protocol, strings can also be packaged and transmitted together. 

This software supports three types of string structures, allowing compatibility with the string structures 

of major PLC brands. 



Radio  Mode  

 тм ¦ǎŜǊ aŀƴǳŀƭ ±оΦфΦл лфκнлнр 
 

 

10.3.3. Connect Configuration 

For the S7, TDC, and ABB-VIP protocols, you only need to set the Radio port and module number, and 

the module type will be automatically recognized. 

 

For the generic protocol, you need to specify the source IP address, which is the PLC's IP address, and 

the Radio port (the local port). There is no need to worry about the module type. 
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Radio mode does not currently support connection testing. 

10.3.4. Tags Configuration 

V For the S7, TDC, and ABB-VIP protocols 

For integer and real modules, the tag types and order are fixed, so there is no need for address settings. 

The configuration interface is as follows: 

 

For generic modules, the tags can be freely configured, so the addresses must be set manually. The Start 

address here refers to the address of the data area, which results in an overall offset of -6 (the length of 

the header). The following provides a schematic of the data structure within the PLC and a 

configuration example for this software (not all tags need to be listed in the software): 



Radio  Mode  

 то ¦ǎŜǊ aŀƴǳŀƭ ±оΦфΦл лфκнлнр 
 

 

 

 

 
V Generic Protocol 

For the generic protocol, there is no concept of a message header; all content can be freely configured. 

The last tag must be clearly defined to determine the length of the message. For the same generic 

module mentioned above, if accessed using the generic protocol, the configuration is as follows: 
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The software calculates the total length of the module based on the last tag: the starting address of 

WSTRING1 is 48, with a length of 22 units (for the WString type, one unit is 2 bytes). Therefore, the 

total length of the module is calculated as follows: 48+22*2=92 

If using the TCP protocol for communication, this length must exactly match the total length of the 

message sent by the PLC; otherwise, the software will be unable to parse the message. 

If using the UDP protocol for communication, as long as the length of the message sent by the PLC is 

not less than the total length, the software can parse it correctly. 

V Explanation of Bool tags 

Bool tags are grouped in sets of 4 bytes (32 digital signals), with each set starting from an initial address 

consisting of 4 bytes. During configuration, care must be taken to avoid address overlap. 

V Explanation of String 

The address length unit for strings depends on the type. If it is a String, it represents an ASCII string, 

and the unit is in bytes. If it is a WString, the unit is in words. 

If the structure is 2 (with header length information), the set length must include the 2 units of header 

information.  
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10.4. High Speed Record Mode 

For the Radio mode of generic types or PUMICON types, if authorized, the Radio mode will switch to 

high-speed record mode after meeting the following conditions: 

V The number of actived tags in the Radio mode channel does not exceed 64; 

V The message length for the Radio mode channel does not exceed 256 bytes. 

In high-speed mode, the software will receive information from the PLC at the fastest possible rate 

(tests can receive messages with a cycle time of 0.24 ms). 

Due to the uncertainty of the Windows scheduling mechanism and Ethernet communication, as well as 

the large volume of data in high-speed mode, if the software's CPU load is high or the received data 

cycles are extremely unstable, the following measures can be taken sequentially to improve the 

situation: 

V Try to stop unnecessary software whenever possible (especially various background network 
protection software). 

V Reduce the traffic load on the network where the PLC is located by implementing network 
isolation. 

V Reduce the number of actived tags. 

V Reduce the length of the messages. 
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10.5. High-Speed Record with Timestamps 

10.5.1. General Function 

Due to the uncertainty of the Windows cycle, when the cycle sent by the controller is very short, the 

acquisition software will have difficulty distinguishing messages based on the reception time. At this 

point, if the messages sent by the controller include timestamps and are recognized by the record 

software, the timestamp will be used to adjust the reception time, thereby obtaining accurate sampling 

times. 

This feature is only effective in high-speed mode and requires the timestamp functionality to be enabled 

in the connection options. 

The user can define the first tag of the message as a timestamp tag: of type UInt32 (incremental and 

naturally rolls over), with the unit being microseconds or milliseconds (to be determined during I/O 

configuration). 

If the timestamp is enabled, the length of the message should be no less than 4 bytes. 
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10.5.2. Timestamp Calibration 

The record device and the computer are two (or more) separate devices, each with its own clock. There 

will always be differences in the speed of these clocks, which, after long-term operation, can lead to 

deviations in the absolute time of the timestamps. If multiple record devices are recording data 

simultaneously, there may be significant time misalignment between these devices. To address this issue 

as much as possible, the software has developed a timestamp calibration feature. 

Working mechanism: After starting the data record, if the correction factor is 1 (correction not enabled), 

the software continuously calculates the difference between the timestamp and the computer time. After 

a period of observation, a trend can be identified. The software then performs series fitting to estimate 

the linear relationship between the timestamp and the computer time. Once the linear relationship 

stabilizes, the software suggests a new correction factor. Click the "Apply" button, and the correction 

factor will be applied during the next data record to correct the timestamps. 
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You can also manually enter a known correction factor in the I/O manager, which will be applied during 

the next data record. 

 

Some notes: 

V The magnitude of the correction factor is related to the clock difference between the computer and 
the record device. If the I/O project is copied to another computer, the correction factor may not be 

suitable. You can restart the exploration process by clicking the "Reset" button. 

V Different record devices have different clock characteristics. It has been observed that some PLC 
perform regular or irregular clock adjustments, which can cause corresponding changes in the 

corrected timestamps (e.g., a 1-second change over 1 hour). 

  



Radio  Mode  

 тф ¦ǎŜǊ aŀƴǳŀƭ ±оΦфΦл лфκнлнр 
 

10.6. Rules of Radio Mode Configuration 

The following are some important configuration rules that must be followed: 

V For S7, TDC, and ABB-VIP protocols, the module numbers must not be duplicated within the 

entire record system (one computer and multiple PLC). 

V If the Radio ports for S7, TDC, and ABB-VIP protocols overlap with those of the generic protocol, 

they cannot be actived simultaneously. 

V For the generic protocol, if a PLC needs to send data from multiple modules, the target port for 
each communication must not be duplicated. Different PLC can use the same target port. 

PLC1 PLC2 PLC3

PLC- Recor der
Syst em

192. 168. 0. 1 192. 168. 0. 2 192. 168. 0. 3

192. 168. 0. 100
Li st eni ng por t :

5010- 5017

Send t o 
5011

Send t o 
5010

Send t o 
5010

Send t o 
5013

 
V The allowed number of modules and tags depends on the software license type. 

10.7. The Relationships Between Various Concepts 

Summarize the relationships between various concepts in Radio mode: 

Protocol Communicati

on Principle 

Module Type Module Number 

S7 TCP or UDP Integer, real, and 

generic: consist of a 

header and a data area. 

Duplicates are 

not allowed 

within the system 
TDC 

ABB-VIP 

Generic Not applicable: Custom 

definition 

Not applicable 



 

 

11. Store Management 

11.1. Store Format Selection 

If the disk is formatted as FAT32 and uses standard file names, a directory can contain a maximum of 

21,884 files (if one file is generated per hour, it can store waveform data for 910 days). If the file name 

includes project information, the file name will be longer, and the number of files that the directory can 

accommodate will decrease significantly. 

If the disk is formatted as NTFS, it can accommodate up to 4,294,967,295 files, so there is no need for 

concern. 

Be sure to regularly clean up the files in the logs directory (located in the "logs" subdirectory of the 

software's working directory, after the software has started, do not delete any directories. Only log files 

may be deleted. The directories can be deleted after the software has exited). 

11.2. Store Management 

The software can automatically manage historical files and disk space. Please refer to the Store 

Configuration section for proper setup and enable this feature. 

On the store page of the server, you can view the configuration status: 

 

 



 

 

12. Shortcut 

Shortcut Function 

Alt+F4 Exit the program 

Ctrl+1 Start measuring 

Ctrl+2 Stop measuring 

Ctrl+3 Start Waveform recording 

Ctrl+4 Pause 

Ctrl+P I/O Manager 

Ctrl+8 X zoom out 

Ctrl+9 X zoom in 

Ctrl+N Project files: New 

Ctrl+O Project files: Open 

Ctrl+S Project files: Save 

F1 Open Help file 

Ctrl+F12 Project files: Save as 



 

 

13. Frequently Asked Questions (FAQ) 

13.1. Connection Issues 

13.1.1. How to verify if the PLC is accessible? 

If the PLC configuration is correct and the port is accurate, you can use the PING command to verify 

connectivity. As long as the PLC responds to the PING, a communication connection can likely be 

established. In some cases, even if the PLC does not respond to a PING (because the system has 

disabled this feature), a communication connection can still be established. 

13.1.2. What to do if the connection fails? 

If the configuration is correct, in most cases, the software will establish a connection with the PLC 

device smoothly. However, sometimes the connection might fail on the first attempt, especially with 

older models of devices or when the system or network is busy. In such cases, please try reconnecting. 

13.2. Record Issues 

13.2.1. Why is the record cycle 40ms when a 20ms cycle was set? 

Data record is divided into two types: active record and Radio mode. Each type has factors that can 

affect the actual record cycle. 

For active record mode, the software will perform data record in a loop according to the set cycle (in 

this case, 20ms). Under normal conditions, when the cycle timer reaches its limit, the software performs 

a record action. If this record takes less than 20ms, the software waits for the remaining time until the 

20ms cycle is complete before starting the next record action. 

If the actual data record time exceeds 20ms, the software will not wait. Once the record is completed, 

the next record starts immediately. From the offline waveform, the time difference between two samples 

would then exceed 20ms. 

Which factors can affect the actual record cycle? 

1 PLC's processing power: Older CPUs are definitely slower in response compared to newer ones. The 

primary task of the PLC is to ensure the timely execution of the control program, with external 

communication being secondary. As a result, our data record tasks have a lower priority within the PLC. 

If the CPU is relatively slow or if there is a large volume of programs running within the PLC, the 

response speed to our record instructions will be reduced. 

2 Distribution of recorded tags in the PLC: To maximize record speed, we have optimized the process 

by merging tags from the same region for record whenever possible. For example, tags like DB1.DB0 

and DB1.DB10 are recorded with a single instruction, requiring the CPU to respond only once. 

However, if the tags are in different regions, such as DB1.DB0 and DB2.DB10, the PLC may not allow 

combined record. In this case, the data must be recorded in two separate requests, each involving a 

query-response process, which increases the time required. When tags are scattered across different 

regions, even if there arenôt many tags, the record time can still be relatively long. From another 

perspective, if you want to improve the record speed, try to place the recorded tags within a single 

region and arrange them closely together. This way, even if there are many tags, they can 

potentially be recorded in a single request, resulting in a much shorter record time. 

3 Network conditions: Just like a highway, the number of vehicles and the presence of intersections 

can affect the speed of traffic. Fortunately, most networks today are 100 Mbps or 1 Gbps, so unless the 

conditions are extremely poor, the impact is generally minimal. 

 

For Radio mode, the software checks for new messages according to the set cycle. If the PLC's sending 

cycle exceeds the set cycle, for example, 40ms, then the actual cycle of the data recorded by our 
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software will also be around 40ms. 

13.2.2. Can it directly generate .CSV files? 

1. The .ihm files of PLC-Recorder are stored in a compressed format, whereas .csv files are stored as 

text. For the same content, the latter is significantly larger in size. When the data volume is very large, 

the conversion and store process for .csv files can be time-consuming, which may impact the data 

record process. Therefore, the online software does not support .csv files, which is also the standard 

practice for data record software. 

2. The offline professional analysis software Ana, which is paired with PLC-Recorder, has the capability 

to export data to .csv files. If multiple files need to be exported together, you can first merge them into a 

single file using the one-click connection feature, and then export it. 

3. PLC-Recorder provides an SDK that allows users to open data files themselves and perform 

secondary data processing, offering greater flexibility. 

13.3. System Issues 

13.3.1. During waveform recording, the client software's CPU usage is excessively high. 

Measures to reduce CPU load during waveform recording: 

1) Minimize the window when starting waveform recording, or better yet, close it. 

2) Reduce the number of tags displayed online during waveform recording. 

3) Run the software as an administrator. 

Description 

The lag is caused by delayed display processing and does not affect data record. 

13.3.2. How to make the software always run with administrator privileges? 

In some systems, associating data files and modifying startup items may require administrator privileges. 

This software does not automatically request administrator privileges. Therefore, if users wish to run it 

as an administrator permanently, they can follow these steps: 

Step 1: Open the directory where the software is installed, and find the executable file 

"PLCRecorder.exe". 

Step 2: Right-click on the file, select "Properties" -> "Compatibility" -> check "Run this program as an 

administrator". 

Step 3: Click "OK". 

Description 

Different system versions have varying methods of permission verification, so please follow the 

requirements and interface of your specific system. 

 

13.3.3. Installation method under Windows XP SP2 

1) Install KB893803-v2-x86 

2) Install dotnetfx35 

3) Install dotNetFx40_Client_x86_x64 

4) Install NET Framework 4.0 

5) Extract the software. 

13.3.4. Some errors are reported during auto-start 
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1) Please move the software directory to D: 

2) Run PLCRECORDER.EXE once with administrator privileges 

3) Check if any component has been blocked or deleted by security software. 

13.4. Graphical Operations 

13.4.1. How to measure the length of a signal? 

Please use the offline analysis software Ana for processing. 

13.4.2. How to import data into Excel? 

Please use the offline analysis software Ana for processing. 

13.4.3. How to merge multiple waveform files? 

Please use the offline analysis software Ana for this operation. 

13.5. Software interface display issues, including incomplete font rendering. 

Please adjust the scaling and layout options in the Windows system to the recommended values: 

WIN10 
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WIN11 

 

13.6. The window shows a big red "X"; what should I do? 

The display crash shown in the picture below has been largely avoided by the software, but it cannot be 

completely eliminated. The common cause is data type errors that can't be detected during recording, 

leading to extreme values being collected, which causes the display controls to crash. 

For example: when we collect tags using DB1.0 and the PLC has a DINT, which is a 32-bit tag, if 

PLC-Recorder uses DOUBLE for collection, it may collect the following 32 bits as well, potentially 

causing an error (though this does not necessarily cause an error). 

So, if you encounter this situation, please first carefully verify the data types. 

 

 



 

 

Appendix 1 Address Specifications for Various Brands 

1. AMSAMOTION 

For protocol and address format, please refer to the Mitsubishi FxSerialTcp protocol. This protocol does not 

require configuration and is enabled by default, but it cannot be online simultaneously with programming 

software or similar tools. 

Default channel parameters: 

Items Options 

Select channel category Mitsubishi 

Protocol FxSerialTCP 

IP/ID 192.168.1.18 

Port 5551 
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2. Beckhoff 

Supports TwinCAT2 and TwinCAT3. Supports 2 types of address formats, selection location: 

The Beckhoff PLC addresses include two types: absolute addresses and symbolic addresses. You can 

right-click in the starting address table (in non-editing mode) to make a selection. 

 

Beckhoff address type selection 

2.1. Symbolic address 

Symbolic address is the most recommended address method for this software. Please select "Symbolic 

Address" (default option) in the address bar and enter the symbol name (including path) of the tag, The 

format is as follows: for global tags, use ".ABC"; for local tags, use "ProgramName.ABC", such as 

"main.a1". 

For accessing arrays, use: "main.array[1]". 

For structures (user-defined types), use: "main.ut1.ab". 

V Case-insensitive. 

V Without quotation marks. 

V For global tags, the access paths of TC2 and TC3 are different, and the tag addresses selected offline or 
online shall prevail. 

2.2. Absolute address 

Please select 'Absolute Address' in the address bar and enter the absolute address of the tag. Format examples: 

IX0.1, MX10.1, QX0.2, IB10, MB10, QB10, IW12, MW12, QW12, ID4, MD4, QD4. 

2.3. Default channel parameters 
Items Option 1 Option 2 

Channel category Beckhoff Beckhoff 

Device type TwinCAT2 TwinCAT3 

Target NetID 192.168.12.10.1.1 192.168.12.10.1.1 

Port  801, 811, 821, 831 851, 852, 853, 854 

This software is based on Beckhoff's communication environment and uses Beckhoff's ADS communication 

protocol for communication. Before conducting testing and data collection, it is necessary to complete the 

environment settings for Beckhoff Communication in both the system where this software is located and the 

system where the PLC is located. 

If the software is installed locally (within the same system as the PLC), the Target NetId can be left empty. If 

not installed locally, the Target NetId must be set correctly. For related information, refer to the "Beckhoff 

Communication Settings Overview" section. 

The port number can be specified in the PLC, and this software needs to make corresponding modifications. 

For more information, please refer to the Beckhoff manual. 

2.4. Beckhoff TwinCAT2 Communication Settings Overview 

Beckhoff ADS communication requires setting up a route on the computer where the PLC is located. 

Suppose the IP address of the PLC computer is 192.168.12.10, and the IP address of the computer 
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running the PLC-Recorder is 192.168.12.20. The configuration steps are as follows (all performed on 

the PLC computer): 

1) Open System Manager 

2) In the Actions menu, select "Choose Target System" -> "Search (Ethernet)" 

3) Search: 

 

 

ǎǘŜǇ м 
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4) Check the routing address: Ensure that it is properly matched. 
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5) Check the configuration of the PLC-Recorder side: 

On the computer where the PLC-Recorder is located, routing information appears and it is in the 

Connected (X) state: 
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6) PLC-Recorder channel configure: 

 

":801" refers specifically to TwinCAT2's PLC1. Other PLC correspond to ports 811, 821, 831, and NC 

corresponds to port 500. 

After the configuration is complete, the new entry should be visible on both computers. If you are 

configuring the route on the computer where PLC-Recorder is installed, follow the same steps as above, 

and the result will be as follows: 

 

2.5. Beckhoff TwinCAT3 Communication Settings Overview 

Testing Environment 

V Software Installation Requirements: Beckhoff TwinCat 3 (15.0.28010.2050 D15.8) 

V Test Hardware: PLC Beckhoff CX9020 (System Win CE) 

V Network Requirements: The PLC and computer must be on the same network segment. In this 
example, PLC IP: 192.168.2.22, Host IP: 192.168.2.31. 

 

1) Configuration 

Method 1: Open TwinCAT XAE Shell  >> Create a new TwinCAT Project1 

 >> In the SYSTEM menu, select General >> "Choose Target System" >> Search 

(Ethernet) >> Broadcast Search. 

Method 2: Right-click the taskbar icon  "TwinCAT using 1 CPU" >> Router >> Edit Routes >> 
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Add Route Dialog >> Broadcast Search. 

 

As shown in the above steps, add the PLC's ADS to the Route. 

Note: In the first step, the "Connected" status will show as "Empty" before the device is connected, and 

change to "S" after the device is connected. 

 

2) Confirm Network Status 

Open SYSTEM >> CX Setting >> Log into the PLC Win CE system to view TwinCAT Routes and 

confirm whether the computer's address has been successfully added. 

 
 

As shown in the above image, the host where PLC-Recorder is located has been correctly added to the 

PLC CX9020. 

 

3) PLC-Recorder Configuration Steps 

ǎǘŜǇ м 

ǎǘŜǇ н 

ǎǘŜǇ о 

ǎǘŜǇ м 

ǎǘŜǇ н 

ǎǘŜǇ о 

ǎǘŜǇ п 
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Open the PLC-Recorder software >> Channel configure >> Click Add, and configure the parameters as 

shown in the image below. 

The corresponding port for TwinCAT3 is 851, among others. 

 
 

2.6. Example of configuration on PLC-Recorder side 

V Routing configuration can also be performed on the PLC-Recorder side. 

V The target PLC is assumed to be TC2, AMS NetId: 192.168.12.10.1.1, IP address: 

192.168.12.10/255.255.0. 

V The system on the PLC-Recorder side is installed with Beckhoff's ADS communication 

environment, which is the v3.1 environment. Local AMS Net Id: 192.168.12.20.1.1 

 

1) Confirm that the system IP address on the PLC-Recorder side is within the same subnet as the PLC 

IP address 

Set the IP address here to 192.168.12.20/255.255.255.0, and ping the IP address of the PLC. 

2) Confirm that the PLC system is already running (not PLC running). 

The current route is empty: 
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3) Start the routing editing interface on the PLC-Recorder side of the system 

Enter the add interface. 

 

 

4) Search and add routes 
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/ƻƳǇǳǘŜǊ ŦƻǊ t[/-wŜŎƻǊŘŜǊ /ƻƳǇǳǘŜǊ ŦƻǊ t[/ 
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5) After entering the password, the connection is normal. 
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6) After adding, check the routing status on the PLC side, and the routing on PLC-Recorder side 

automatically appears. 

 

2.7. Tag selection 
Please import tags through online or offline selection methods to ensure the accuracy of paths and tags 

types. 

Before offline selection, compile the project and generate a. tpy file, which is located in the project 

directory. For TC3, please allow the file to be generated in advance. Please refer to this chapter for 

offline selection. Operations need to be performed within the Beckhoff channel. 

Before selecting online, please ensure that the system where PLC-Recorder is located is connected to 

the PLC. And operate within the Beckhoff channel. Please refer to this chapter for the operation steps. 

2.8. Some experiences with Beckhoff ADS Communication 

V ADS communication is not a real-time communication protocol. 
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V The local ADS communication time is much shorter than the remote ADS communication time. 

V Reducing the Base Time (set in System Manager) can improve communication speed to some 
extent. 

V A high CPU usage can significantly reduce communication speed. 

V Communication time is not directly related to PLC task time. 

V An ADS communication request takes about 1ms locally and approximately 15ms remotely. 
However, if the CPU usage is excessively high (e.g., over 50%), the response time may exceed 

50ms. 

2.9. Error Codes 
Member Name Description 

NoError 
No Error. 

Error code: 0(0x000). 

InternalError 
Internal Error. 

Error code: 1(0x001). 

NoRTime 
No Rtime. 

Error code: 2(0x002). 

LockedMemoryError 
Allocation locked memory error. 

Error code: 3(0x003). 

MailBoxError 
Insert mailbox error. 

Error code: 4(0x004). 

WrongHMsg 
Wrong receive HMSG. 

Error code: 5(0x005). 

TargetPortNotFound 
Target port not found. 

Error code: 6(0x006). 

TargetMachineNotFound 
Target machine not found. 

Error code: 7(0x007). 

UnknownCommandID 
Unknown command ID. 

Error code: 8(0x008). 

BadTaskID 
Bad task ID. 

Error code: 9(0x009). 

NoIO 
No IO. 

Error code: 10(0x00A). 

UnknownAmsCommand 
Unknown AMS command. 

Error code: 11(0x00B). 

Win32Error 
Win 32 error. 

Error code: 12(0x00C). 

PortNotConnected 
Port is not connected. 

Error code: 13(0x00D). 

InvalidAmsLength 
Invalid AMS length. 

Error code: 14(0x00E). 

InvalidAmsNetID 
Invalid AMS Net ID. 

Error code: 15(0x00F). 

LowInstallLevel 
Low Installation level. 

Error code: 16(0x010). 

NoDebug 
No debug available. 

Error code: 17(0x011). 

PortDisabled 
Port disabled. 

Error code: 18(0x012). 

PortConnected 
Port is already connected. 

Error code: 19(0x013). 

AmsSyncWin32Error 
AMS Sync Win32 error. 

Error code: 20(0x014). 
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Member Name Description 

SyncTimeOut 
AMS Sync timeout. 

Error code: 21(0x015). 

AmsSyncAmsError 
AMS Sync AMS error 

Error code: 22(0x016). 

AmsSyncNoIndexMap 
AMS Sync no index map. 

Error code: 23(0x017). 

InvalidAmsPort 
Invalid AMS port. 

Error code: 24(0x018). 

NoMemory 
No memory. 

Error code: 25(0x019). 

TCPSendError 
TCP send error. 

Error code: 26(0x01A). 

HostUnreachable 
Host unreachable. 

Error code: 27(0x1B). 

NoLockedMemory 
Router: no locked memory. 

Error code: 1280(0x500). 

MailboxFull 
Router: mailbox full. 

Error code: 1282(0x501). 

DeviceError 
error class <device error"> 

Error code: 1792(0x700). 

DeviceServiceNotSupported 
Service is not supported by server. 

Error code: 1793(0x701). 

DeviceInvalidGroup 
Invalid index group. 

Error code: 1794(0x702). 

DeviceInvalidOffset 
Invalid index offset. 

Error code: 1795(0x703). 

DeviceInvalidAccess 
Reading/writing not permitted. 

Error code: 1796(0x704). 

DeviceInvalidSize 
Parameter size not correct. 

Error code: 1797(0x705). 

DeviceInvalidData 
Invalid parameter value(s). 

Error code: 1798(0x706). 

DeviceNotReady 
Device is not in a ready state. 

Error code: 1799(0x707). 

DeviceBusy 
Device is busy. 

Error code: 1800(0x708). 

DeviceInvalidContext 
Invalid context (must be in Windows). 

Error code: 1801(0x709). 

DeviceNoMemory 
Out of memory. 

Error code: 1802(0x70a). 

DeviceInavlidParam 
Invalid parameter value(s). 

Error code: 1803(0x70b). 

DeviceNotFound 
Not found (files, ...). 

Error code: 1804(0x70c). 

DeviceSyntaxError 
Syntax error in command or file. 

Error code: 1805(0x70d). 

DeviceIncompatible 
Objects do not match. 

Error code: 1806(0x70e). 

DeviceExists 
Object already exists. 

Error code: 1807(0x70f). 

DeviceSymbolNotFound 
Symbol not found. 

Error code: 1808(0x7010). 

DeviceSymbolVersionInvalid 
Symbol version is invalid. 

Error code: 1809(0x711). 

DeviceInvalidState 
Server is not i a valid state. 

Error code: 1810(0x712). 
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Member Name Description 

DeviceTransModeNotSupported 
ADS transmode is not supported. 

Error code: 1811(0x713). 

DeviceNotifyHandleInvalid 
Notification handle is invalid. 

Error code: 1812(0x714). 

DeviceClientUnknown 
Notification client not registered. 

Error code: 1813(0x715). 

DeviceNoMoreHandles 
No more notification handles. 

Error code: 1814(0x716). 

DeviceInvalidWatchsize 
Size for watch to big. 

Error code: 1815(0x717). 

DeviceNotInitialized 
Device is not initialized. 

Errocr code: 1818(0x718). 

DeviceTimeOut 
Device has a timeout. 

Error code: 1817(0x719). 

DeviceNoInterface 
Query interface has failed. 

Error code: 1818(0x71A). 

DeviceInvalidInterface 
Wrong interface required. 

Error code: 1819(0x71B). 

DeviceInvalidCLSID 
Class ID is invalid. 

Error code: 1820(0x71C). 

DeviceInvalidObjectID 
Object ID is invalid. 

Error code: 1821(0x71D). 

ClientError 
Error class <client error> 

Error code: 1856(0x740). 

ClientInvalidParameter 
Parameter at service is invalid. 

Error code: 1857(0x741). 

ClientListEmpty 
Polling list is empty. 

Error code: 1858(0x742). 

ClientVaraiableInUse 
Variable connection is already in use. 

Error code: 1859(0x743). 

ClientDuplicateInvokeID 
Invoke ID already in use. 

Error code: 1860(0x744). 

ClientSyncTimeOut 
Timeout has elapsed. 

Error code: 1861(x745). 

ClientW32OR 
Error in win32 subsystem. 

Error code: 1862(0x746). 

ClientTimeoutInvalid 
Timeout value is invalid. 

Error code: 1863(0x747). 

ClientPortNotOpen 
Ads port is not opened. 

Error code: 1864(0x748). 

ClientNoAmsAddr 
No AMS addr. 

Error code: 1865(0x749). 

ClientSyncInternal 
An internal in ADS sync has occured. 

Error code: 1872(0x750). 

ClientAddHash 
Hash table overflow. 

Error code: 1873(0x751). 

ClientRemoveHash 
There are no more symbols in the hash table. 

Error code: 1874(0x752). 

ClientNoMoreSymbols 
There are no more symbols in cache. 

Error code: 1875(0x753). 

ClientSyncResInvalid 
An invalid response has been received. 

Error code: 1876(0x754). 

ClientSyncPortLocked 
Sync port is locked. 

Error code: 1877(0x755). 

ClientQueueFull Client queue is full 
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Description 

For more codes, please refer to the Beckhoff manual. 
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3. CODESYS 

For CODESYS V3 version, tag collection can be done through symbol names. Input parameters: IP address, 

user information (if the PLC project is configured with user information, it must be entered. If not configured 

in the PLC, it must be left blank). 

3.1. PLC configuration method (taking INOVANCE AM as an example): 

Step1. Initial state 

 

Step2. Add Symbol Configruation 
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Step3. Open Symbol configuration and compile. After completion, this compile button disappears. 
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Step4. Check the tag container that needs to be exported or accessed online: 
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Step5. Compile the project: 

 

Step6. Log in to the PLC device, download Symbol configuration information, and start the PLC 

operation: 
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Step7. If you need to import Symbol tags offline, please copy the. xml file from the project directory: 
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3.2. Offline tag selection: 

Step1. Create channel V3 

 

Step2. Tag import -> Factory format 

Open the generated. xml document and select the tags that need to be collected. 
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3.3. Online tag selection 

After creating the V3 channel, select tag import ->online selection. You can view the real-time values of 

the selected tags. 
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4. COTRUST 

The address space of various COTRUST PLC models is similar to that of SIEMENS S7-200SMART. Those 

with Ethernet ports support the S7 protocol and can be accessed using the SIEMENS S7-200SMART type. It 

also supports the Modbus-TCP protocol, with the following address ranges: 

Addresses within 

the PLC 

Addresses within 

this software 

Q0.0 0 

Q15.7 128 

I0.0 100000 

I15.7 100128 

AIW0 300000 

AIW62 300032 

VW0 400000 

VW0+2x 400000+x 
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5. DELTA 

5.1. Address Mapping Table 

Categ

ory 
Range Length 

This software 

Access Addresses 

Effective Range for Each Series 

ES/EX/SS SA/SX/SH EH 

S 0~1023 bit 0000~1023 0~127 0~1024 0~1024 

X 0~377 (Octal System) bit 101024~101279 
0~177 0~177 000~377 

Y 0~377 (Octal System) bit 101280~101535 

T 0~255 
bit 

word 

1536~1791 

401536~401791 
0~127 000~255 000~255 

M 0~1535 bit 2048~3583 
0~1279 0~4095 0000~4095 

M 1536~4095 bit 45056~47615 

C 

0~199 16-bit 
bit 

word 

3584~3783 

403584~403783 
0~127 0~199 0~199 

200~255 32-bit 
bit 

Dword 

3784~3839 

403784~403839 
232~255 200~255 200~255 

D 0~4095 word 404096~408191 
0~1311 0~4999 0000~9999 

D 4096~9999 word 436864~442767 

5.2. Default channel parameters 
Items Options 

Select channel category Modbus TCP 

Protocol Standard 

IP/ID 192.168.0.1 

Port  502 

Station  1 

The starting address 

begins at 0. 

Unchecked 

Byte Order ABCD 
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6. INOVANCE 

6.1. AM Series, AC, EVO Series 

6.1.1. Access Rules for Internal Tags of PLC 

This includes PLC based on the CODESYS platform such as AM400, AM500, AM600, AC800, EVO etc. 

Their internal tags consist of types like bool, byte, int, dint, lint, real, Lreal, string, wstring, and others. These 

tags can be mapped to store units or can be purely internal tags. 

Internal tags of the PLC can only be accessed via CODESYS's own protocol (access can be made using the 

tag names). This PLC-Recorder accesses the I, Q, and M areas within the PLC solely through the 

MODBUS-TCP protocol. Therefore, aside from the I and Q areas, other tags can only be recorded by this 

software if the corresponding addresses in the M area are specified. The recordable range is as follows: 

Categ

ory 
Range Length Access Type 

QX 0.0~8191.7 bit Bit 

IX 0.0~8191.7 bit Bit 

MW 0~63335 word 

Bits, bytes, words, double words, 

etc. (This software will 

automatically convert to standard 

word access). 

Access to the M area within the PLC is very flexible and can be done at the bit, byte, word, or double word 

level. The addressing rules are shown in the diagram below: 

 

Addressing Rules 

When CODESYS specifies the M store area for internal tags, it only requires the starting address to be 

specified. The length is then determined based on the tag type.  

Therefore, the definitions below are equivalent, as they all specify that the tag uses 4 bytes starting from 

MB4: 
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real0 AT %MD1:REAL; 

real0 AT %MW2:REAL; 

real0 AT %MB4:REAL; 

dint1 AT %MD1:DINT; 

dint1 AT %MW2:DINT; 

dint1 AT %MB4:DINT; 

MODBUS-TCP accesses the M area solely in word units; therefore, accesses with lengths that are not equal 

to one word must be converted to words for access. Since each word consists of 2 bytes (for example, MW1 

includes MB2 and MB3), bytes are recorded in pairs and must start from even-numbered bytes. However, 

within CODESYS, the M area can be accessed starting from odd-numbered bytes. The definitions below will 

work correctly (SIEMENS also organizes internally by byte): 

bool1 AT %MX0.7:BOOL; 

Lint1 AT %MB5:LINT; 

string1 AT %MB101:STRING; 

Wstring2 AT %MB11:WSTRING; 

6.1.2. Address and Type Determination Rules for PLC-Recorder 

The addresses in this software refer to the internal CODESYS rules and can fully comply with the PLC's 

internal addressing and type specifications. The software will automatically determine the required word 

range for record and accurately extract the relevant portions. Therefore, the addressing and type 

determination methods for the tags mentioned above in this software are as follows (in part): 

Internal Definitions of PLC 
Starting Address of 

This Software 

Tag Types of This 

Software 

boo1A AT %IX0.7 IX0.7 bool 

boo1B AT %QX1.1 QX1.1 bool 

real0 AT %MD1:REAL; MD1 float 

real0 AT %MW2:REAL; MW2 float 

real0 AT %MB4:REAL; MB4 float 

dint1 AT %MD1:DINT; MD1 Int32 

dint1 AT %MW2:DINT; MW2 Int32 

dint1 AT %MB4:DINT; MB4 Int32 

bool1 AT %MX0.7:BOOL; MX0.7 bool 

Lint1 AT %MB5:LINT; MB5 Int64 

string1 AT %MB101:STRING; MB101 String 

Wstring2 AT %MB11:WSTRING; MB11 WString 

byte1 AT %MB10:BYTE; MB10 byte 

double1 AT %MB150: LREAL; MB150 double 

6.1.3. Default channel parameters 
Items Options 

Select channel category INOVANCE 

Protocol AM 

IP 192.168.0.1 

Port  502 

The starting address 

begins at 0. 

Checked 

Byte Order CDAB 

 

6.1.4. PLC Configuration Considerations 

The INOVANCE PLC defaults to MODBUS-TCP slave mode. If the user disables this communication, this 

software will not be able to perform the above record. 
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6.2. Easy, H3U, H5U, XP Series 

6.2.1. Address Mapping Table 

Categ

ory 
Range Length 

This software 

Access Addresses 

Effective Range for Each Series 

H3U Easy/H5U XP 

M 0~7999 bit 0~7999 0~7679 0~7999 0~3071 

M 8000~8511 bit 8000~8511 8000~8511 - 8000~8511 

SM 0~1023 bit 9216~10239 0~1023 - - 

B 0~32767 bit 12288~45055 - 0~32767 - 

S 0~4095 bit 57344~61439 0~4095 0~4095 0~999 

T 0~511 bit 61440~61951 0~511 - 0~255 

C 0~255 bit 62464~62719 0~255 - 0~255 

X 
0~1777 (Octal 

System) 
bit 63488~64511 0~377 0~1777 0~377 

Y 
0~1777 (Octal 

System) 
bit 64512~65535 0~377 0~1777 0~377 

D 0~8511 word 400000~408511 0~8511 0~7999 0~8511 

SD 0~1023 word 409216~410239 0~1023 - - 

R 0~32767 word 412288~445055 0~32767 0~32767 - 

T 0~511 word 461440~461951 0~511 - 0~255 

C 0~199 word 462464~462663 0~199 - 0~199 

C 200~255 Dword 463232~463343 200~255 - 200~255 

6.2.2. Default channel parameters 
Items Options 

Select channel category Modbus TCP 

Protocol Standard 

IP 192.168.0.1 

Port  502 

Station  1 

The starting address 

begins at 0. 

Unchecked 

Byte Order ABCD 
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7. KEYENCE 

Supports MC (Binary) and MC (ASCII) protocols for KV-7500/7300, KV-5500/5000/3000, KV-Nano, etc.: 

7.1. Address Mapping Table 

Note: The bold address prefixes are different from those within the PLC; please enter them in the format 

specified in "Address Code". 

For R, MR, LR, and CR addresses, there are two parts: word address and position address, where the last two 

digits represent the bit address, with a value range of 0-15. The portion before the bit address is the word 

address, represented in decimal format. 

Address Name 

Addre

ss 

Code 

Example 

Addres

s 

Base 

Word 

Operat

ion 

Bit 

Operati

on 

Internal Tag Range of 

PLC (may vary by PLC 

model) 

Relay R R100,R115 10 Ĭ ã R00000~R99915 

Link Relay B B100,B1AB 16 Ĭ ã B0000~B7FFF 

Internal Auxiliary 

Relay 

MR 
MR100,MR215 

10 Ĭ ã MR00000~MR99915 

Latching Relay LR LR100,LR200 10 Ĭ ã LR00000~LR99915 

Control Relay CR CR100,CR200 10 Ĭ ã CR0000~CR7915 

Control Memory CM CM100,CM200 10 ã Ĭ CM0000~CM5999 

Data Memory DM DM100,DM200 10 ã Ĭ DM00000~DM65534 

Extended Data 

Memory 

EM EM100,EM200 10 ã Ĭ EM00000~EM65534 

File Register FM FM100,FM200 10 ã Ĭ FM00000~FM32767 

File Register ZF ZF100,ZF1A0 10 ã Ĭ ZF000000~ZF524287 

Link Register W W100,W1A0 16 ã Ĭ W0000~7FFF 

Timer (Current 

Value) 
TN TN100,TN200 10 ã Ĭ T0000~T3999 

Timer (Contact) TS TS100,TS200 10 Ĭ ã T0000~T3999 

Counter (Current 

Value) 
CN CN100,CN200 10 ã Ĭ C0000~C3999 

Counter (Contact) CS CS100,CS200 10 Ĭ ã C0000~C3999 

7.2. Default channel parameters 
Items Option 1 Option 2 

Channel category KEYENCE KEYENCE 

Device type MC(Binary) MC(ASCII) 

Target NetID 192.168.0.1 192.168.0.1 

Port  5000 6000 
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8. MITSUBISHI 

8.1. MC(Binary) and MC(ASCII) protocols 

Supported PLC: Q06UDV, FX5U, Q02, L02, etc. Start address format: 

Address Name 

Addres

s 

Code 

Example 

Addres

s 

Base 

Word 

Opera

tion 

Bit 

Operation 
Notes 

Internal Relay (Bit 

Memory) 
M M100,M200 10 Ĭ ã 

Bit 

Numbering 

Input Relay X X100,X1A0 8/16 Ĭ ã 
Bit 

Numbering 

Output Relay Y Y100,Y1A0 8/16 Ĭ ã 
Bit 

Numbering 

Latching Relay L L100,L200 10 Ĭ ã 
Bit 

Numbering 

Alarm F F100,F200 10 Ĭ ã 
Bit 

Numbering 

Edge Relay V V100,V200 10 Ĭ ã 
Bit 

Numbering 

Link Relay B B100,B1A0 16 Ĭ ã 
Bit 

Numbering 

Step Relay S S100,S200 10 Ĭ ã 
Bit 

Numbering 

Data Register D D1000,D2000 10 ã Ĭ 
Word 

Numbering 

Link Register W W100,W1A0 16 ã Ĭ 
Word 

Numbering 

File Register 

(Extended 

Register) 

R R100,R200 10 ã Ĭ 
Word 

Numbering 

ZR File Register ZR ZR100,ZR2A0 16 ã Ĭ 
Word 

Numbering 

Index Register Z Z100,Z200 10 ã Ĭ 
Word 

Numbering 

Timer Contacts TS TS100,TS200 10 Ĭ ã 
Bit 

Numbering 

Timer Coil TC TC100,TC200 10 Ĭ ã 
Bit 

Numbering 

Current Value of 

the Timer 
TN TN100,TN200 10 ã Ĭ 

Word 

Numbering 

Cumulative 

Timer Contacts 
SS SS100,SS200 10 Ĭ ã 

Bit 

Numbering 

Cumulative 

Timer Coil 
SC SC100,SC200 10 Ĭ ã 

Bit 

Numbering 

Current Value of 

the Cumulative 

Timer 

SN SN100,SN200 10 ã Ĭ 
Word 

Numbering 

Counter Contacts CS CS100,CS200 10 Ĭ ã 
Bit 

Numbering 

Counter Coil CC CC100,CC200 10 Ĭ ã 
Bit 

Numbering 

Counter (Current 

Value) 
CN CN100,CN200 10 ã Ĭ 

Word 

Numbering 

Special Register SM SM0-SM2047 10 Ĭ ã 
Bit 

Numbering 

Special Register SD SD0-SD2047 10 ã Ĭ 
Word 

Numbering 

8.2. A1E Protocol 

Supported PLC: FX3U(C), FX3G/3GC, etc. Start address format: 
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Address Name 

Addres

s 

Code 

Example 

Addres

s 

Base 

Word 

Opera

tion 

Bit 

Operation 
Notes 

Internal Relay M M100,M200 10 Ĭ ã 
Bit 

Numbering 

Input Relay X X10,X20 8/16 Ĭ ã 
Bit 

Numbering 

Output Relay Y Y10,Y20 8/16 Ĭ ã 
Bit 

Numbering 

Alarm F F100,F200 10 Ĭ ã 
Bit 

Numbering 

Link Relay B B100,B1A0 16 Ĭ ã 
Bit 

Numbering 

Step Relay S S100,S200 10 Ĭ ã 
Bit 

Numbering 

Data Register D D1000,D2000 10 ã Ĭ 
Word 

Numbering 

Link Register W W100,W1A0 16 ã Ĭ 
Word 

Numbering 

File Register R R100,R200 10 ã Ĭ 
Word 

Numbering 

Timer Contacts TS TS100,TS200 10 Ĭ ã 
Bit 

Numbering 

Timer Coil TC TC100,TC200 10 Ĭ ã 
Bit 

Numbering 

Current Value of 

the Timer 
TN TN100,TN200 10 ã Ĭ 

Word 

Numbering 

Counter Contacts CS CS100,CS200 10 Ĭ ã 
Bit 

Numbering 

Counter Coil CC CC100,CC200 10 Ĭ ã 
Bit 

Numbering 

Counter (Current 

Value) 
CN CN100,CN200 10 ã Ĭ 

Word 

Numbering 

8.3. FxSerialTcp Protocol 

Supported PLC: FX3U(C), etc. Start address format: 

Address Name 

Addres

s 

Code 

Example 

Addres

s 

Base 

Word 

Opera

tion 

Bit 

Operation 
Notes 

Internal Relay M M100,M200 10 Ĭ ã 
Bit 

Numbering 

Input Relay X X10,X17 8 Ĭ ã 
Bit 

Numbering 

Output Relay Y Y10,Y20,Y17 8 Ĭ ã 
Bit 

Numbering 

Alarm F F100,F200 10 Ĭ ã 
Bit 

Numbering 

Link Relay B B100,B1A0 16 Ĭ ã 
Bit 

Numbering 

Step Relay S S100,S200 10 Ĭ ã 
Bit 

Numbering 

Data Register D D1000,D2000 10 ã Ĭ 
Word 

Numbering 

Link Register W W100,W1A0 16 ã Ĭ 
Word 

Numbering 

File Register R R100,R200 10 ã Ĭ 
Word 

Numbering 

Timer Contacts TS TS100,TS200 10 Ĭ ã 
Bit 

Numbering 

Timer Coil TC TC100,TC200 10 Ĭ ã 
Bit 

Numbering 

Current Value of 

the Timer 
TN TN100,TN200 10 ã Ĭ 

Word 

Numbering 
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Address Name 

Addres

s 

Code 

Example 

Addres

s 

Base 

Word 

Opera

tion 

Bit 

Operation 
Notes 

Counter Contacts CS CS100,CS200 10 Ĭ ã 
Bit 

Numbering 

Counter Coil CC CC100,CC200 10 Ĭ ã 
Bit 

Numbering 

Counter (Current 

Value) 
CN CN100,CN200 10 ã Ĭ 

Word 

Numbering 

8.4. Default channel parameters 
Items Options 

Channel category Mitsubishi 

Device type 

MC(Binary), 

A1E(Binary), 

MC(ASCII) 

FxSerialTcp 

IP/ID 192.168.0.1 

Port  6000  

XY Numbering 

Base Selection 
N - 

Acitvate GOT. - Y 

New Version 

Protocol 
- N 

8.5. Mitsubishi PLC Configure Overview 

8.5.1. Using GX Works3 as an example, configuration of FX5U 
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Description 

Each connection can only communicate with one device, so if using an existing connection, please 

confirm if it is already occupied. 

To make the configuration effective, it is necessary to modify it online and then power cycle the PLC 

for the changes to take effect (ensure a power-off duration of 7-10 seconds). 

When configuring FX5U and above, please select the MC (Binary) protocol in PLC-Recorder. 

8.5.2. Using GX Works2 as an example, the test PLC is L02CPU 
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Description 

Each connection can only communicate with one device, so if using an existing connection, please 

confirm if it is already occupied. 
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To make the configuration effective, it is necessary to modify it online and then power cycle the PLC 

for the changes to take effect (ensure a power-off duration of 7-10 seconds). 

8.5.3. Using GX Works2 as an example, add the Ethernet module, model QJ71E71-100 

After adding the Ethernet module in the configuration, proceed with the Ethernet parameter settings. It 

is important to note that the parameter configuration must correspond one-to-one with the parameters 

set in the subsequent code. 

 

Description 

In the configuration of the PLC's Ethernet module, the network number cannot be set to 0, nor can the 

station number be set to 0. Therefore, both are set to 1. 

Open Settings: 

In the "Open Settings" option shown in the above image, configure other parameters. The following 

image is just an example, illustrating the opening of 4 ports to support read and write operations. (Since 

this software only needs to read PLC data, the number of ports can be reduced). 
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Port Number Configuration Rules: 

To avoid conflicts with the existing system, please try to use your own ports when adding your own. 

If your network status is not particularly stable, using two reading ports can improve system stability; if 

one is blocked, the other can be switched for reading. 

Description 

Each connection can only communicate with one device, so if using an existing connection, please 

confirm if it is already occupied. 

To make the configuration effective, it is necessary to modify it online and then power cycle the PLC 

for the changes to take effect (ensure a power-off duration of 7-10 seconds). 

8.5.4. Method to Retentive Cumulative Timer 

Click on "Parameter" => "PLC Parameter" => "Device". Allocate a point count of "1k" for the Retentive 

timer section, with a range of 0-999. Once configured, click "Check". If there are no errors, the software 

will display a message indicating no errors. If there are no issues, the setup is complete. Click "Finish 

Setting" to save the settings and close the configuration screen. 
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Enter Interface 

 

Before Activated 
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After Activated 

Description 

To make the configuration effective, it is necessary to modify it online and then power cycle the PLC 

for the changes to take effect (ensure a power-off duration of 7-10 seconds). 

8.5.5. Method to Set File Register ZR 

In the parameter settings interface, click on "PLC File Settings". In the "File Register" section, select 

"Use the following file", and enter "ZR" in the "File Name" field. You can fill in the capacity as either 

128k or 120k. Once the settings are complete, click the "Check" button. Then click on "Soft Element 

Settings". In the pop-up window for "File Register Extended Settings", configure according to the red 

box shown in the image. Once the settings are complete, click "Check". After the software indicates that 

there are no errors, click "Finish Setting". 

Compile the program and save it. Download the program again (make sure to check both parameters 

and the program during the download). After the download is complete, power off the PLC for 10 

seconds and then power it back on. 
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PLC File Settings Interface 

 

Soft Element Settings Interface 

Description 

To make the configuration effective, it is necessary to modify it online and then power cycle the PLC 

for the changes to take effect (ensure a power-off duration of 7-10 seconds). 
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9. OMRON 

9.1. Fins-TCP Protocol 

Word Operations, for example: D20, C20, W20, H20, A20. 

Bit Operations: Word Address.Bit Address (0-15), for example: D20.7, EA.0.7. 

Address Name 

Addres

s 

Code 

Example 

Addres

s 

Base 

Word 

Opera

tion 

Bit 

Operation 
Notes 

DM Area D D100,D200 10 ã ã 
Word 

Numbering 

CIO Area C C100,C200 10 ã ã 
Word 

Numbering 

Working Area W W100,W200 10 ã ã 
Word 

Numbering 

Holding Bit Area H H100,H200 10 ã ã 
Word 

Numbering 

Auxiliary Bit 

Area 
A A100,A200 10 ã ã 

Word 

Numbering 

EM Area*) E 
E0.0,EF.200,EA.

100.3 

16/ 

10 
ã ã 

Word 

Numbering 

Timer (Current 

Value) 
TC 

TC100 (TIM100 

within the PLC) 
10 ã Ĭ 

Word 

Numbering 

Timer 

Completion Flag 
TS 

TS100 (TIM100 

within the PLC) 
10 Ĭ ã  

Counter (Current 

Value) 
CC 

CC100 (CNT100 

within the PLC) 
10 ã Ĭ 

Word 

Numbering 

Counter 

Completion Flag 
CS 

CS100 (CNT100 

within the PLC) 
10 Ĭ ã  

Index Register IR IR0, IR15 10 ã Ĭ 
Word 

Numbering 

Data Register DR DR0, DR15 10 ã Ĭ 
Word 

Numbering 

*) About EM: The EM area is a multipurpose data area, divided into groups (or libraries) of 32,768 words 

each (the group or library number is in hexadecimal). Its addressing range is E0.00000 to Ex.32767 

(where x is the maximum group number). 

9.2. CIP Protocol 

Simply enter the tag name without syntax checks, and you can refer to the address specifications of AB. 

All tags that need to be accessed externally should be made publicly accessible in the PLC. 

Applicable PLC: NX701-1600, etc.  
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9.3. Default channel parameters 
Items Option 1 Option 2 

Channel category OMRON 

Device type Fins-TCP CIP 

IP/ID 192.168.250.1 

Port  9600 44818 

PLC Unit Number 0 - 

Slot - 0 
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10. Panasonic 

10.1. Mewtocol Protocol 

The format for entering contact addresses is as follows: 

Bit Operations: Non-bit addresses are represented in decimal, while bits are represented in hexadecimal 

(0-F) 

Address Name 

Addres

s 

Code 

Example 

Non-Bi

t 

Addres

s 

Base 

Word 

Opera

tion 

Bit 

Operation 

External Input 

Relay 
X X10,X1F 10 Ĭ ã 

External Output 

Relay 
Y Y0,Y10F 10 Ĭ ã 

Internal Relay R R0,R10F 10 Ĭ ã 

Timer T T0,T100 10 Ĭ ã 

Counter C C0,C100 10 Ĭ ã 

Link Relay L L10,L10F 10 Ĭ ã 

The format for entering data addresses is as follows: 

Address Name 

Addres

s 

Code 

Example 

Addres

s 

Base 

Word 

Opera

tion 

Bit 

Operation 

Data Register DT D D0,D100 10 ã Ĭ 

Link Register LD LD LD0,LD100 10 ã Ĭ 

File Register FL F F0,F100 10 ã Ĭ 

Set Value SV S S0,S100 10 ã Ĭ 

Elapsed Value EV K K0,K100 10 ã Ĭ 

Index Register IX IX IX0,IX100 10 ã Ĭ 

Index Register IY IY IY0,IY100 10 ã Ĭ 

Description 

1 The protocol needs to be enabled in the PLC, and it must be ensured that this connection is not occupied 

by communications from other devices. 
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10.2. MC(Binary) 

The format for entering addresses is as follows: 

Bit Operations: Non-bit addresses are represented in decimal, while bits are represented in hexadecimal 

(0-F) 

Address Name 
Address 

Code 
Example Address Range 

Word 

Operat

ion 

Bit 

Operati

on 

Input Relay X X0000,X100F X0000͘X109F Ĭ ã 

Output Relay Y Y0000,Y100F Y0000͘Y109F Ĭ ã 

Link Relay L L0000,L100F L0000͘L0127F Ĭ ã 

Internal Relay R 
R0000, 

R100F 

R0000͘R511F, 

R9000͘R951F 
Ĭ ã 

Data Memory D D100,D200 
D0͘D65532, 

D90000͘D90999 
ã Ĭ 

Link Register LD LD0,LD100 LD0͘LD255 ã Ĭ 

Timer (Current 

Value) 
TN TN100,TN200 TN0͘TN1023 ã Ĭ 

Timer (Contact) TS TS100,TS200 TS0͘TS1023 Ĭ ã 

Counter (Current 

Value) 
CN CN100,CN200 CN0͘CN1023 ã Ĭ 

Counter (Contact) CS CS100,CS200 CS0͘CS1023 Ĭ ã 

10.3. Default channel parameters 
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Items Option 1 Option 2 

Channel category Panasonic 

Protocol Mewtocol MC(Binary) 

IP/ID 192.168.0.1 

Port  2000 5000 

Station 238 - 
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11. PUMICON 

11.1. Description 

PUMICON is a high-speed UDP communication protocol that can enable high-speed UDP functionality with 

timestamps. 

11.2. Default channel parameters 
Items Options 

Select channel category PUMICON 

Protocol High speed UDP 

IP/ID 192.168.0.1 

Radio port 5010 

Timestamp within the 

Message 

Checked 

Byte Order Non-Specified 
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12. Radio 

Default channel parameters 
Items Option 1 Option 2 

Channel category Radio 

Protocol S7, TDC, ABB-VIP Generic 

Source IP - 192.168.0.1 

Radio port 4170, 4171, 5001 5010-5017 
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13. Rockwell (AB) 

13.1. Address Specifications 

Supported PLC: ControlLogix 5000, Micro800 Series. 

 

The Start address of a tag refers to the symbolic name of the tag within the PLC (the Name part in the 

Tag table). It is case-insensitive (the software automatically converts it to uppercase). In Logix Designer 

software (version 21.00.00 and above) and RSLogix 5000 software (version 18.00.00 and above), you can 

configure whether a tag allows external access. Please ensure that all tags intended for record are set to 

"Read/Write" or "Read Only". 

Valid Characters for Tag Addressing: 

V Letters (a to z, A to Z) 

V Digits (0 to 9) 

V Underscore (_). 

For global tags: The symbolic address can be a simple address, such as "force". It can also be a complex data 

structure, with the Start address in the following formats: A.B.C, A.B[10], A[10,10,10], Local:1.I.Data0, etc., 

where "." denotes hierarchy and brackets indicate arrays. 

To access local tags, the Start address format is as follows: P:mainprogram1).a2). 

Notes: 
1)Program Name. 
2)The address rules for tags in the local tag table are the same as for global tags, for example: 

P:mainprogram.A.B[10]. 

"P:" is an abbreviation for "Program:", aimed at shortening the address length. It can also be written as 

Program:mainprogram.A.B[10], but the program will automatically simplify it. 

Please ensure that the data types of all tags are consistent with those in the PLC to avoid conversion errors. 
At the start of data record, the software will automatically compare the data types of all tags with those in the 
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PLC. If there are discrepancies, it will provide a notification and display the types from the PLC. Users are 

advised to make the necessary adjustments (this applies only to AB PLC). 

Description 

1. If specific tags of a certain module cannot be accessed directly, such as data on input and output modules. 

You may try using tags aliases in the controller instead. 

2. For integer tags (byte, int, dint, etc.), the PLC can directly access the bits of the tag internally. However, 

external access is not allowed, and it must be accessed in byte, int, dint, etc., format. If a bit of these tags is 

given an alias within the PLC, it can then be accessed externally through this alias tag. 

3. Micro800 only supports global tags; local tags are not supported. 

13.2. Default channel parameters 
Items Options 

Select channel category AB 

Category Logix5000, Micro800 

IP/ID 192.168.0.1 

Port  44818 

Slot 0 
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14. RunPower 

RPC2000 series 

Items Options 

Select channel category Modbus TCP 

Protocol Standard 

IP/ID 192.168.0.1 

Port  502 

Station 1 

The starting address 

begins at 0. 

Checked 

Byte Order CDAB 

 

  



Appendix 1: Address Specifications for Various Brands  

 мот ¦ǎŜǊ aŀƴǳŀƭ ±оΦфΦл лфκнлнр 
 

15. Schneider 

Schneider PLC of various models natively support the Modbus-TCP protocol, and the internal address types 

of each PLC correspond to the address types of this software (refer to the address range of any PLC below). 

Possible differences include: whether the Start address begins from 0 and the byte order (tested ones follow 

the CDAB order). Therefore, if you need to perform waveform recording for PLC other than those listed 

below, please first verify whether the Start address of this type of PLC begins from 0. 

The memory organization diagram is as follows: 

 

15.1. Quantum 

15.1.1. Address Range: 

Example of Addresses 

within the PLC 

The Corresponding 

Addresses of This 

Software 

Address Range Within This 

Software 

DI̔%I127 100127 100001~165535 

DO̔ %Q417 

M (bit)̔%M 
417 1~65535 

MW̔ %MW417 400417 400001~465535 

IW̔ %IW3 300003 300001~365535 

 

Description 

1 The specific address range is defined and determined by the user within the PLC (see the red area in 

the diagram below). 
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15.1.2. Default channel parameters 
Items Options 

Select channel category Modbus TCP 

Protocol Schneider 

IP/ID 192.168.0.1 

Port  502 

Station 1 
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15.2. Premium 

15.2.1. Address Range: 

Addresses within the PLC Addresses within This software 
Address Range within This 

Software 

DI̔%I127 100127 100000~165535 

DO̔ %Q417 417 0~65535 

MW̔ %MW417 400417 400000~465535 

15.2.2. Default channel parameters 
Items Options 

Select channel category Modbus TCP 

Protocol Standard 

IP/ID 192.168.0.1 

Port  502 

Station 1 

The starting address 

begins at 0. 

Checked 

Byte Order CDAB 

 

15.3. M580 

15.3.1. Address Range: 

Addresses within the PLC 
Addresses within This 

Software 

Address Range within 

This Software 

M (bit)̔%M 417 0~65535 

MW̔ %MW417 400417 400000~465535 

Description 

1 The specific address range is defined and determined by the user within the PLC. 

 

15.3.2. Default channel parameters 
Items Options 

Select channel category Modbus TCP 

Protocol Standard 

IP/ID 192.168.0.1 

Port  502 

Station 1 

The starting address 

begins at 0. 

Checked 

Byte Order CDAB 
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16. SIEMENS 

16.1. Address Specifications 

For SIEMENS S7 communication, all tags must be accessed using absolute addresses (offset addresses). 

For specific versions of the TIA Portal programming system, S7-PLUS can be used for symbolic 

address access. 

16.1.1. Absolute address 

The supported address areas include: I, Q, M, DB, V (for S7-200, S7-200 SMART). P, T and C area 

information is not supported. 

The Start address can be expressed in two ways: fuzzy mode and precise mode. For example, the 

commonly used MD4 is a fuzzy mode, as it could represent a long integer or a floating-point number. 

In precise mode, the address of a tag in the PLC is uniquely determined by the Start address in 

this field and the subsequent type. For example, the precise expression of MD4 could be: Start 

address M4, type: float. 

In the Start address field, you can enter a fuzzy address. After entering, the possible data types will turn 

red for selection. At the same time, the first possible type will be automatically selected, but you can 

also manually modify the type. At the same time, the address will convert into the precise expression, 

which is the final address format used. Accepted fuzzy addresses: IBx, IWx, IDx, QBx, QWx, QDx, 

MBx, MWx, MDx, DBx.DBBy, DBx.DBWy, DBx.DBDy, DBx.DBXy.z 

For S7-200 and S7-200 SMART, the following are also included: VBn, VWn, VDn 

The fuzzy format for strings includes: VBn, MBx, DBx.DBBy, etc. 

The fuzzy mode cannot cover many of the new data types in PLC, so it is recommended to use the 

precise mode whenever possible. 

SIEMENS tag addresses use byte numbering (addresses can overlap), so it is essential to pay close 

attention to the numbering of addresses. The diagram below uses the M area as an example to explain in 

detail the principles of byte numbering, word numbering, and double word numbering. 

 
Figure 12.1 Illustration of SIEMENS Byte Numbering Principles 

16.1.2. Symbolic address 

Symbolic address tag access allows not only access to basic tag types but also to time and date-type tags, 

displaying tag values in the format used in the PLC. 

A symbolic address consists of a path name and a tag name, such as: MArea.Clock_Byte, 

DB_SystemDataTypes.ErrorStruct_1.CODE_ADDRESS.BLOCK_TYPE, etc. 

Symbolic address paths are quite complex, so to minimize errors, it is recommended to obtain them 

through online queries. 
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Symbolic address access requires selecting the TIA Portal channel type, and it can also access optimized 

DB blocks. There is no need to configure the CPU according to the traditional S7 protocol access 

method. 

16.1.3. Driver Address Format 

Address format: [a#]b[.c], examples: 2#9000.0, 9000, 2#9000, 9000.0 

a: Device number 

In a multi-drive system, it may include a control unit (CU), a rectifier unit, and multiple inverter units 

(also known as axes, each corresponding to a single motor), etc. The device number refers to the 

position number of each unit, which can be found in the driver configuration software. 

 

The device number is optional. If it is not specified, the default value will be used (set in the channel 

connection parameters). 

 

For the V90 single driver, the position number of the control unit (CU) is 1, and the device number of the 
axis is 2. The parameter table does not explicitly indicate whether a parameter belongs to the control unit or 
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the axis. A general rule is: if the parameter is related to the motor, its device number is most likely 2; if it is 

related to communication, its device number is most likely 1. 

If the read value of a parameter does not match the value within the drive, after confirming that the data type 

of the parameter is correct (which can be found in the parameter manual), you can try changing the device 

number. 

b: Parameter number 

c: Parameter index 

Optional parameter. If not specified, it defaults to 0. 
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16.2. Default channel parameters 
Items Option 1 Option 2 Option 3 Option 4 Option 5 Option 6 

Select channel 

category 
SIEMENS 

Category 
S7-200, 

S7-200SMART, 
LOGO! V8 

S7-1200, 

S7-1500 

S7-300, 

WinAC 
S7-400 TIA Portal Driver 

IP/ID 192.168.0.1 

Rack 0 - 0 

Slot 0 1 2 3 - 1 

Conn. type PG - PG 
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16.3. S7-PLUS Protocol 

16.3.1. Operation Interface 

If the channel is of the SIEMENS-TIA Portal type, you can access the tag selection interface through the path: 

I/O Manager -> Tag import -> Online Select. 

On the left is the structure element tree (DB blocks, I, Q, M areas), which can be sorted in ascending or 

descending order by name or DB number. The I, Q, and M areas are always placed at the bottom and do not 

participate in the sorting. 

After selecting a structural element on the left, the available tags for that level will be listed in the "Tags to 

select". You can select them by checking the boxes. You can also check the box on a structural element to 

operate on all tags within that structure. 

The "Tags selected" will display the current values, and if there are any anomalies, a warning will be shown. 

At the bottom, you can perform tag filtering operations. 

 

16.3.2. Usage Conditions 

Currently, this is only effective for some PLC programmed with the TIA Portal: 

V S7 1200 Firmware >= V4.3 

V S7 1500 Firmware >= V2.9 

V The version of TIA Portal must be >= V17. 

V Windows 64-bit operating system 

The S7-PLUS protocol is not a very fast protocol. If fast data record is needed, please choose the Radio mode, 

or even the high-speed mode within the Radio options. 

16.3.3. Supported Data Types 

V Basic Data Types̔ 

Bool, Byte, Char, Word, Int, DWord, DInt, Real, String, LReal, ULInt, LInt, LWord, USInt, UInt, UDInt, SInt, 

WChar, WString 

V Date and Time Types: 

Date, Time_Of_Day, Time, S5Time, Date_And_Time, Timer, LTime, LTOD, LDT, DTL 
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V Other Types: 

Block_FB, Block_FC, Counter, BBOOL, AOM_IDENT, EVENT_ANY, EVENT_ATT, FOLDER, 

AOM_AID, AOM_LINK, HW_ANY, HW_IOSYSTEM, HW_DPMASTER, HW_DEVICE, 

HW_DPSLAVE, HW_IO, HW_MODULE, HW_SUBMODULE, HW_HSC, HW_PWM, HW_PTO, 

HW_INTERFACE, HW_IEPORT, OB_ANY, OB_DELAY, OB_TOD, OB_CYCLIC, OB_ATT, 

CONN_ANY, CONN_PRG, CONN_OUC, CONN_R_ID, PORT, RTM, PIP, OB_PCYCLE, 

OB_HWINT, OB_DIAG, OB_TIMEERROR, OB_STARTUP, DB_ANY, DB_WWW, DB_DYN 
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16.4. Additional Information for Traditional S7 Protocol Access 

16.4.1. Special Settings for S7-1200 and S7-1500 

V The CPU must be configured to allow PUT/GET communication access from remote partners (the 
interface is similar to the one shown below). 

 

V If you want to access DB blocks, the DB blocks must be set to non-optimized address access: 

 

V S7-1500 redundant systems can be accessed through the system IP. 

16.4.2. How to Access SIEMENS T and C Tags 

For SIEMENS' traditional T and C tags, there is currently no method to directly read these types. If 

record is needed, it is recommended to first transfer the desired content into an area that this software 

can access (such as M, DB, V, etc.) within the PLC, and then use the software to read from that area. 

For IEC timers, IEC counters, Time, and similar tags, you can access their internal elements through 

offsets: 












































